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Abstract: One of the main aims of the 5G-PHOS is to release a converged Fiber Wireless 

(FiWi) fronthaul/ backhaul network capable of supporting the challenging requirements of 

the 5G era and controllable based on the Software Defined Networking (SDN) technology. 
This Deliverable (D.6.1) describes the overall programmable SDN architecture design 

based on the 5G-PHOS requirements related with the SDN aspects of the project. It focuses 
on (a) understanding the SDN requirements, (b) exploring the relevant commercial and 

open source solutions, state-of-the-art approaches, relevant projects and standardization 
activities and (c) translating the aforementioned requirements into a complete SDN 

architecture design with specific technology specifications. This design will offer network 

programmability, flexibility and expandability through the use of the available controller 
technologies and the appropriate interfaces. Lastly, the Network Planning and Operation 

Tool (NPO) and Traffic and Mobility Analytics App are outlined. 

 

Keywords: Software Defined Networking (SDN), Fiber Wireless (FiWi), SDN 

Requirements, Controller Platform Solutions, SDN Architecture Design, Network Planning 
and Operations Tool (NPO), Traffic and Mobility Analytics App. 

 

 

 

 

 

 

 

 

 

 

 

  



 Deliverable D6.1   

 

5G-PHOS – D6.1  4/68 

Disclaimer: The information, documentation and figures available in this deliverable are 

written by the 5G-PHOS Consortium partners under EC co-financing (project H2020-ICT-
761989) and do not necessarily reflect the view of the European Commission. The 

information in this document is provided “as is”, and no guarantee or warranty is given 
that the information is fit for any particular purpose. The reader uses the information at 

his/her sole risk and liability. 
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Abbreviations 

5G Fifth Generation 

AAA Authentication, Authorization and Accounting 

ACL Access Control List 

AF Adaptation Function 

ALTO Application-Layer-Traffic-Optimization protocol 

API Application programming interface 

BBU Base Band Unit 

C-RAN Cloud-Radio Access Network 

DWDM Dense Wavelength Division Multiplexing 

FiWi Fiber-Wireless 

HW Hardware 

IoT Internet-of-Things 

KPI Key Performance indicator 

MANO Management and Orchestration 

MD-SAL Model-Driven Service Adaptation Layer 

MT-DBA Medium Transparent Dynamic Bandwidth Allocation 

NBI Southbound Interface 

NETCONF Network Configuration (Protocol) 

NF Network Function 

NFV Network Function Virtualization  

NPO Network Planning and Operations  

ODL OpenDayLight 

OSGI Open Services Gateway initiative 

OVSDB OpenvSwitch database 

PON Passive Optical Network 

PNFs Physical Network Functions 

QoS Quality of Service 

RAN Radio Access Network 

REST Representational State Transfer 

ROADM Reconfigurable Optical Add-Drop Multiplexer 
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RRH Remote Radio Head 

SBI Northbound Interface 

SDM Space Division Multiplexing 

SDM-C Software-Defined Mobile Network Controller 

SDM-X Software-Defined Mobile Network Coordinator 

SDMO Software-defined Mobile Network Orchestration 

SDN Software Defined Networking 

SNMP Simple Network Management Protocol 

SSH Secure Shell 

SW Software 

TLS Transport Layer Security 

TSDR Time Series Data Repository 

vEPC Virtualized Evolved Packet Core 

VLAN virtual LAN (Local Area Network) 

VNFs Virtualized Network Functions 

VTN Virtual Tenant Network 

WAN Wide Area Network 

XCI Xhaul Control Infrastructure 

XFE Crosshaul Forwarding Elements 

XPU Crosshaul Processing Unit 
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1 Executive Summary 

One of the main aims of the 5G-PHOS is to release a converged Fiber Wireless (FiWi) 
fronthaul/ backhaul network capable of supporting the challenging requirements of the 

Fifth Generation (5G) era and controllable based on the Software Defined Networking 

(SDN) technology. In line with the SDN paradigm, 5G-PHOS will offer more flexible 
solutions through the decoupling of the control plane from the forwarding (data) plane that 

could in turn offer network programmability, facilitate various aspects of network 
management, enable network configuration and resource allocation, and analytics –

whether for network KPIs or mobility/location aspects. Lastly, the 5G-PHOS approach will 
create a FiWi network able to support the delivery of advanced services through a more 

centralized network intelligence regardless of the actual devices in the network, which 
could be utilized by the operators/ network owners or verticals for the creation of novel 

services and applications. 

This Deliverable (D.6.1) describes the overall programmable SDN architecture design 
based on the 5G-PHOS requirements and is part of the work carried out in WP6 

“Programmable SDN for FiWi Fronthaul” related with the SDN aspects of the project. 
However, some initial requirements, SDN functionalities and software/ hardware aspects 

have been presented in D.2.2. “Initial Design of 5G-PHOS Flexbox and Remote Radio Head 
(RRH) system architecture and component specifications including resource allocation and 

SDN functions”. 

This deliverable focuses in (a) understanding the SDN requirements given the different 

technologies (wireless and wired) that need to be integrated, (b) exploring the relevant 

commercial and open source solutions, state-of-the-art approaches, relevant projects and 
standardization activities and (c) translating the aforementioned requirements into a 

complete SDN design with specific technology specifications. This design will be able to 
facilitate all the required network functions, as well as offer network programmability, 

flexibility and expandability through the use of the available controller technologies and 
project extensions, along with the appropriate interfaces. 

Additionally, the SDN architecture is described with respect to the data plane/ FlexBox 
layer, the controller layer, the Business/ Applications Layer and the relevant controller 

southbound/ northbound interfaces. In the Flexbox layer, the characteristics of the 

Mediator are presented, through a detailed description of the network parameters to be 
monitored and/or controlled and the relevant protocols utilized. In the controller layer, 

based on the open source platform solution chosen (OpenDayLight), the relevant necessary 
controller components to be used and/or extended for the 5G-PHOS purposes are defined. 

Finally, in the application layer, the Network Planning and Operation Tool (NPO) and the 
Traffic and Mobility Analytics App are outlined and the relevant functionalities related to 

network planning and operations, mobility/ location information and advanced analytics 
are specified. 

The results of this deliverable will guide the development of the SDN controller and of the 

related applications. Furthermore, it is inextricably connected with the deployment of an 
SDN-programmable network that 5G-PHOS targets to achieve, as well as the lab-scale and 

field trials that will be conducted for the validation of the 5G-PHOS components and 
solutions. 
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2 Introduction  

2.1 Purpose of this document 
This document consists of the results of the activities performed in Task 6.1 “Requirements 

and Design for Programmable SDN Architecture” for months 6-9. This is in fact the first 

task related to the SDN aspects of the 5G-PHOS project, while some initial specifications, 
SDN functionalities and software/ hardware requirements have been presented in D.2.2. 

“Initial Design of 5G-PHOS Flexbox and RRH system architecture and component 
specifications including resource allocation and SDN functions”. It should be noted that the 

initial knowledge/ requirement analysis provided in D2.2 is transferred in D.6.1, expanded 
and detailed in the context of SDN and utilized for the optimal design of the SDN 

architecture. 

Indeed, this deliverable focuses mainly on the design of the SDN architecture that will 

define the next steps for WP6 and the project. More specifically, in the document the main 

requirements with respect to SDN are presented and explored. The results of an extensive 
review on the state-of-the-art approaches and standardization activities are presented. In 

addition to this, commercial and open-source solutions for the deployment of the SDN 
controller platform are explored and compared in order to choose the optimal solution. 

Since this is the first deliverable for WP6, it outlines the relevant technologies to be utilized 
and the tasks ahead based on the architecture components described for this specific work 

package. Lastly, it also provides an overview of the 5G-PHOS SDN approach, which is a 
part of the overall 5G-PHOS solution. 

 

2.2 Document structure 
The present deliverable is split into 7 chapters: 

 Chapter 3 focuses on the 5G-PHOS requirements with respect to the SDN technologies, 
i.e. the mediator/ processor within the Flexbox, the Controller and Application layer 

aspects. 

 Chapter 4 reviews the state-of-the-art approaches, reports related works in the 

literature or the industry, standardization and EU projects’ activities in fiber and 
wireless networks. 

 Chapter 5 presents a review of the most popular commercial and open source tools 

for the deployment of the SDN controller platform and compares the open source 
solutions, so as to select the best solution for 5G-PHOS. 

 Chapter 6 elaborates on the overall SDN architecture. The main functional components 
are presented. Furthermore, provides a detailed description of the architecture’s 

various components per layer, the interfaces and the main functionalities offered at the 
business layer. 

 Chapter 7 sums up the previous chapters, presenting the conclusions drawn from this 
deliverable. 

 

2.3 Audience 

This deliverable is addressed mainly to:  

 The European Commission for: 
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 Presenting the 5G-PHOS technological approach, related progress and innovation 
aspects of the project. 

 Offering a guideline of the future work related to the 5G-PHOS SDN solution and 
the technologies to be utilized and extended, as well as detailing the work mainly 

taking place in WP6 “Programmable SDN for FiWi Fronthaul”. 

 The Project Consortium and the general public so as to: 

 Achieve common understanding of the 5G-PHOS targeted SDN approaches, the 

relevant technologies to be utilized and extended. 

 Present the high level architecture already designed. 

 Offer readers the opportunity to understand the 5G-PHOS project in the SDN 
context. 
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3 Requirement analysis 

In this section, a set of requirements related to the SDN functionalities and directly 
influencing the architectural design at all layers are identified and described in detail. 

Requirements are split to functional and non-functional. 

3.1 Functional requirements 

Table 3.1.1: Resource Allocation Management 

 

 

 

 

 

 

 

 

 

 

 

Table 3.1.2: Traffic/ resources monitoring & analytics 

 

 

 

 

 

 

 

 

 

 

 

 

Table 3.1.3: Traffic steering 

F.01 Resource Allocation Management 

Type Functional Priority High 

Description This function provides the network optimization logic (e.g., 

for network slicing) that decides on the resource allocation 
management actions, that need to be taken. Some of these 

decisions include resource allocation (e.g., assigning wirelss 
and optical resource to end users), resource slicing (e.g., 

allocating isolated slices of resources to different 

applications or tenants), clustering of requests to share the 
same resources/slices. 

Layer Application Layer 

F.02 Traffic/ resources monitoring & analytics 

Type Functional Priority High 

Description This refers to the collection of monitoring information and 
analysis using statistical and machine learning 

methodologies, triggering other actions/functions -if 

required. In particular, it measures statistics, tracks Key 
Performance Indicators (KPI), detects events (e.g. based 

on faults, rapid changes in traffic) and violations of Quality 
of Service (QoS) guarantees. It tracks traffic requirements 

and changes and analyzes traffic flow information, building 
traffic profiles and predicting traffic trends. 

Layer Application Layer, Controller Layer 

F.03 Traffic steering 

Type Functional Priority High 

Description This function enables network traffic management and 

optimization of the flows/session in terms of advanced 
routing policies ensuring specific QoS levels. In this context, 
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Table 3.1.4: Mobility/ location monitoring & analytics 

 

 

 

 

 

 

 

 

Table 3.1.5: Provisioning & Configuration 

 

 

 

 

 

 

 

 

 

 

Table 3.1.6: Mediator/ Agent data logging/tracking 

 

 

 

 

 

 

 

 

it balances the traffic load among paths and slices, 

providing efficient resource utilization and fairness in the 
use of these resources. It also handles congestion and 

faults, avoiding the violation of the service guarantees. 

Furthermore, it prioritizes critical applications, based on 
customer needs or blocks high bandwidth users to avoid 

network congestion. 

Layer Application Layer 

F.04 Mobility/ location monitoring & analytics 

Type Functional Priority High 

Description Monitoring and analytics also refer to managing and 
analyzing positioning information, predicting next user 

position/location, and understanding users' behavior (e.g., 
mobility) and possible routes. 

Layer Application Layer 

F.05 Provisioning & Configuration 

Type Functional Priority High 

Description Through this function, the NPO interacts with the FiWi 
domain’s resources for configuration, management and 

control operations, based on the expected network 
behavior. At the controller layer, it can also determine and 

set the best configuration parameters for a number of 
resources, while accessing the impact of all possible 

configuration settings. 

Layer Application Layer 

F.06 Mediator/ Agent data logging/tracking 

Type Functional Priority High 

Description In the FlexBox, the mediator/agent communicates  all 
necessary data (i.e., network KPIs, etc.), through  the 

relevant northbound interfaces to the controller layer, 
utilizing the Flexbox processor capabilities. 

Layer Device (Flexbox) Layer 



 Deliverable D6.1   

 

5G-PHOS – D6.1  15/68 

Table 3.1.7: MT-DBA protocol parameters support 

 

 

 

 

 

 

 

 

 

 

 

Table 3.1.8: Data integrity 

 

 

 

 

 

 
 

 

 

3.2 Non-functional requirements 

Table 3.2.1: Controller Northbound interfacing 

 

 

 

 

 

 

 

 

 

 

 

F.07 MT-DBA protocol parameters support 

Type Functional Priority High 

Description MT-DBA protocol parameters must be monitored and 

relevant policies set. Determining and configuring the 
resource allocation policy/ algorithm for MT-DBA may 

include: selection of the number of random access slots and  
the inactive polls limit, modification of the data frame size, 

configuration of QoS parameters for application 

prioritization (e.g., number of dataframes per service per 
superframe), and definition of the resource allocation 

policy/ algorithm. 

Layer Application Layer, Controller Layer 

F.08 Data integrity 

Type Non-functional Priority High 

Description All data must be logged and exchanged/ communicated in 
a reliable manner so as to ensure accurate and meaningful 

results. 

Layer Device (FlexBox) Layer 

NF.01 Controller Northbound interfacing 

Type Non-functional Priority High 

Description Controller must interact with and provide the respective 
northbound interfaces to applications/ users/ operators. 

Through this function the Network Planning and Operation 
Tool, Traffic and Mobility Analytics or any other Application 

receives requests and/or policies, converts them into 
parameters and appropriate commands to be perceived by 

other SDN Apps and SDN controller functions. It also 

provides monitoring information and statistics. 

Layer Application Layer, Controller Layer 
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Table 3.2.2: Controller Southbound interfacing 

 

 

 

 

 

 

 

 

 

 

Table 3.2.3: Scalability 

 

 

 

 

 

 

 

 

 

Table 3.2.4: Availability & Reliability 

 

 

 

 

 

 

 

Table 3.2.5: Recoverability & Maintainability 

NF.02 Controller Southbound interfacing 

Type Non-functional Priority High 

Description Controller must interact with and have the respective 

southhbound interfaces to the SDN mediator on the Flexbox 
processor. This way all the controllable parameters and 

logged KPI data can be accessed by the controller based on 
various protocols (e.g., NETCONF) and through the 

controller, they can be accessed by the NPO and the other 

Applications. 

Layer Controller Layer, Device (Flexbox) Layer 

NF.03 Scalability 

Type Non-functional Priority High 

Description SDN is a logically centralized technology. Therefore, control 

plane (i.e. controller) scalability in SDN is necessary. 
Furthermore, applications must be scalable, therefore 

offering functionalities, e.g. analytics methods that can 

scale based on the receiving input. 

Layer Application Layer, Controller Layer 

NF.04 Availability & Reliability 

Type Non-functional Priority High 

Description SDN controller and Applications must be highly reliable, 
enabling the high availability of the network (99.99999%). 

Layer All layers 

NF.05 Recoverability & Maintainability 

Type Non-functional Priority High 

Description Recoverability and maintainability are important aspects. 

All components must be able to recover almost instantly 
after a failure, while repairing/ making changes should be 

performed with ease and speed, restoring the system to 
operational status. 
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Table 3.2.6: Usability 

 

 

 

 

 

 

 

 

Table 3.2.7: Manageability 

 

 

 

 

 

 

 

 

Table 3.2.8: Interoperability 

 

 

 

 

 

 

 

 

  

Layer All layers 

NF.06 Usability 

Type Non-functional Priority High 

Description All applications should be used by specified users to achieve 
their predefined goals with effectiveness, efficiency, and 

satisfaction in the specified context. 

Layer Application Layer 

NF.07 Manageability 

Type Non-functional Priority High 

Description Manageability is what allows an entity to be managed by 
network operators and administrators with ease, efficiency, 

and effectiveness, in order for a network to be operated, 

provisioned, administered, and maintained. 

Layer All layers 

NF.08 Interoperability 

Type Non-functional Priority High 

Description Exchanging information among components and between 
layers, in a meaningful and accurate way, is a prerequisite 

in order to produce useful results. A modular design for the 
controller components as well as the applications will 

ensure interoperability. 

Layer All layers 
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4 State of the art in SDN architecture  

4.1 Review of State-of-the-Art 

Generally, the major focus of SDN technology is towards decoupling the software-based 
control plane from the hardware-based data plane (e.g., packets forwarding). This enables 

network control to become directly programmable, and the underlying infrastructure to be 
abstracted for applications and network services. Also, since SDN uses centralized 

intelligence to manage and push policy for all parts of the network, end-to-end resource 

orchestration becomes possible. 

SDN in 5G can provide several benefits. Network slicing is important for 5G and SDN is the 

main mean to achieve it. Through network slicing 5G networks can be portioned into 
individual logical self-contained network slices, where each has independent characteristics 

for best delivering a particular service type. For example, one slice could be for video, one 
for Internet of Things (IoT), another for critical communication, and so on. It is also 

possible to group multiple, similar services on one network slice. Moreover, since it is 
expected that 5G networks will have different degrees of hierarchy, containing Radio 

Access Network (RAN) radios of different sizes, SDN can provide better handling of data 

flows as data move across the network. Finally, SDN provides a way to manage and 
automate 5G network redundancy from a centralized control plane, handling major outages 

by determining optimal data flows in real time.  

Current SDN architectures and software solutions are well realized for fixed, core transport 

network. Further work is needed to support the RAN part of the network in a 5G 
environment, enabling the practical deployment of SDN. 

As 5G-PHOS will develop a converged FiWi SDN control plane for optimally orchestrating 
both the optical and the wireless resources, this section discusses briefly the relevant SDN 

developments for the fiber and wireless technologies focusing in the 5G/ wireless aspects. 

The relevant fiber and wireless technologies utilized or developed in 5G-PHOS, were 
presented in depth in D2.1 and in D2.2, and therefore there are not part of this deliverable. 

 

4.2 Relevant research & industry projects 

4.2.1 SDN in optical networks 

Today, the networking industry develops SDN solutions both for local and long distance 
networks [35][36], while major content providers are actively employing it in their 

networks. Google is an example of a content and cloud a provider that actively utilizes SDN 
in a four pillars SDN strategy [37], through i) Jupiter, an SDN-based datacenter 

interconnect, ii) B4 WAN that interconnects Google’s world wide datacenters using SDN 

technologies, iii) Andromeda Network Functions Virtualization (NFV) stack and iv) Espresso 
that extends SDN to the peering edge of Google’s network, allowing Google to dynamically 

choose from where to serve individual users based on measurements of how network 
connections are performing in real time. 

 

Transport – Dense Wavelength Division Multiplexing (DWDM) networks 

In the optical domain, converging the IP and optical network layers to centralize network 
control is an excellent way to increase service velocity, flexibility and lower total cost of 

ownership for network operators [38]. SDN can play an important role in multi-layer 
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network planning and operation, making the optical layer more dynamic and agile, 
increasing its efficiency and enabling end-to-end service provisioning [39].  

Optical networks in conjunction with the SDN paradigm can serve the increasing 
networking demands and requirements of data transfers (e.g. for VM migration) over long 

distances, providing network orchestration [40][41][42][43][44][45][46]. In this way, a 
network resource can be appropriately and dynamically configured from a central point, 

resolving the coordination requirements of moving data across a networking infrastructure, 

while also providing traffic isolation, traffic management and QoS. For example, the 
authors in [41] propose carrier SDN over elastic optical networks, to perform operations 

between datacenters, adapting on demand network capacity based on the requested 
volume of data (e.g., VM image or memory size) and completion time (e.g., acceptable 

migration time or downtime).   

A number of respective frameworks have been developed for transport optical networks 

[47][48]. Authors in [47] realize OpenFlow-controlled revenue-driven advance reservation 
(AR) provisioning in software-defined elastic optical networks (SD-EONs). Point-to-

multiple-point (multicast) inter-datacenter (inter-DC) communications are considered, in 

support of backup and migration operations between datacenters. Authors in [48] leverage 
control plane innovations to realize dynamic formulation of multicast sessions in inter-DC 

software-defined elastic optical networks (SD-EONs), which are equipped with multicast-
incapable bandwidth-variable wavelength selective switches (MI-BV-WSS). The proposed 

mechanisms try to rearrange the multicast-trees adaptively to reduce their spectrum 
usage, while also minimizing the frequency of rearrangements to avoid unnecessary 

operation complexity. 

 

Passive Optical Networks (PONs) 

PONs can provide cost-effective fronthaul to several RRHs, by multiplexing multiple cells 
over each wavelength channel. However, the fixed fronthaul rate reduces these 

advantages. In [49], authors propose the concept of adaptive variable-rate fronthaul, 
where the SDN controller interacts with the BBU to monitor the cell usage, and adapts the 

cell wireless bandwidth accordingly. A reduction in the wireless bandwidth requirement, for 
example when the cell usage is low, triggers a reduction of the fronthaul sampling rate, 

which reduces the required capacity over the PON. The SDN controller coordinates such 
capacity adaptation between the BBU, the RRH, and the PON, so that any freed-up capacity 

can be re-used by other lower-priority services. This approach also allows the controller to 

coordinate spectrum reuse across multiple cells, with potential benefits to spectral 
efficiency and the performance observed by cell edge users. 

In [50], a control plane architecture for SDN-driven converged metro-access networks 
(e.g., PONs) is presented and implemented. Two service use cases are demonstrated: a 

fast protection mechanism with end-to-end service restoration in the case of a primary link 
failure; and a dynamic wavelength allocation in response to an increased traffic demand. 

The overall SDN architecture implemented uses three main interfaces: the application-
controller plane interface (A-CPI) between the control plane and the application; the 

intermediate-controller plane interface (I-CPI) between the network orchestrator and the 

node controller and core network controller; and the device-controller plane interface (D-
CPI) between the controllers and the physical devices (i.e., OLT, optical switch and 

OpenFlow SDN switch). 

 

Space Division Multiplexing (SDM) 

SDM enables integrated parallel transmission, reception, amplification and switching over 

multiple “spatial dimensions” (a general term that can represent e.g. fibers, cores or spatial 
modes of light), thus achieving significant capacity gains within reasonable cost margins. 
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YAMATO [51] control plane is designed to handle any type of SDM fiber and switching 
paradigm. The authors present a network model capable of encoding any SDM link and 

node, and describe the design and functions of an OpenDaylight-based network controller. 
Also, in [52] the authors present a fully integrated SDN-controlled bandwidth-flexible and 

programmable SDM optical network utilizing sliceable superchannels to support dynamic 
bandwidth and Quality of Transmission provisioning, infrastructure slicing and isolation. 

 

Monitoring operation 

Traditional network management tools and protocols (like SNMP) are unable to efficiently 

and in real-time collect network monitoring information, while they exhibit scalability and 
vendor lock-in issues. To this end model-driven steaming telemetry has emerged [53], 

dictated by the operational needs and requirements set by telecom network operators. 
Streaming telemetry is a new paradigm for vendor-agnostic network monitoring, in which 

data is streamed from devices continuously with efficient, incremental updates. Operators 
can also subscribe to the specific data items they need, as opposed to request or trap-

based desired data selection (e.g., as in SNMP). 

The data are modelled through the YANG (Yet Another Next Generation) data modeling 
language, in an XML tree format. YANG can be used to model both configuration data as 

well as state data of network elements. Furthermore, YANG can be used to define the 
format of event notifications emitted by network elements and it allows data modelers to 

define the signature of remote procedure calls that can be invoked on network elements 
via the NETCONF protocol. The Network Configuration Protocol (NETCONF) is a network 

management protocol developed and standardized by the IETF, which provides 
mechanisms to install, manipulate, and delete the configuration of network devices. It uses 

YANG models to enable the management of network devices such as ROADMs. 

 

Disaggregation, white boxes and ROADMs 

Some trends gaining high momentum in the networking industry are hardware 
disaggregation, white boxes and open interfaces.  

Taken literally, “network disaggregation” means to separate the network into its 
component parts. Disaggregation allows network operators to select and compose 

individual nodes by selecting the most appropriate vendor solutions for each function, e.g., 
transponder, fixed or reconfigurable Optical Add-Drop Multiplexer (OADM), line system, 

control, monitoring, etc. At least two levels of disaggregation can be considered at the 

optical layer: i) partially disaggregated, where some degree of disaggregation into optical 
components takes place, while still having some level of aggregation and abstraction, and 

ii) fully disaggregated, where every single optical component exposes its programmability 
through a control interface.  

Disaggregated networking systems composed of ‘generic,’ off-the-shelf and well 
standardized commodity parts are referenced as white boxes. Although white boxes do not 

have as many features as proprietary networking devices, they tend to be less expensive 
and just as fast, which make them an attractive alternative. In an SDN environment, white 

boxes can be programmed to use the OpenFlow protocol or any other southbound API. 

Because they are so flexible, white boxes can also be used to support a wide range of open 
source management tools. 

Some initiatives (e.g., OpenROADM [54]and OpenConfig [55]) are currently working on 
defining and implementing multi-vendor agreements for optical white-boxes, developing 

detailed standard southbound interfaces (SBI) and respective vendor-neutral data models 
(written in YANG). In this way interoperability between vendors is promoted, while enabling 

them to swap equipment without having to change the monitoring, control and 
management software. Also, the specified software-controlled ROADMs can automatically 



 Deliverable D6.1   

 

5G-PHOS – D6.1  21/68 

detect and adjust bandwidth, turning capacity up or down, route around trouble and come 
back online quickly when there’s a failure. 

The Telecom Infra Project (TIP)'s Open Optical Packet Transport [56] group also proposes 
data models for disaggregated optical networking elements including transponders, 

multiplexers, wave selection systems and amplifiers. Open and Disaggregated Transport 
Network (ODTN) [57] project of the Open Network Foundation address open optical 

networking targeting to break the vertically integrated optical networking chassis into its 

separate component pieces and use open source software to tie them back together to 
enable network operators to use multiple vendor gear and to evolve each network piece 

individually.  

In [58], authors assume a partially disaggregated model with transponder nodes for 

transmission and ROADMs for switching, where each optical node is conceived as a white-
box consisting of a set of optical devices and a local node controller that exposes a single 

interface to the SDN controller. In [59] a self-contained flexible spectral grid data model 
(namely a YANG model) for low-level control and monitoring of a ROADM is presented. The 

presented YANG model offers access to all functional components of a modern elastic 

ROADM and enables SDN applications’ access and manipulation.  

In the DISCUS European FP7 project [60] a control plane architecture for SDN-driven 

converged metro-access networks was designed and implemented, providing an end-to-
end solution, which minimizes equipment and nodes in the network while maximally 

sharing the remaining infrastructure, equipment and nodes over as many customers as 
possible. The DISCUS architectural solution uses long reach access in the form of long 

reach passive optical networks (LR-PONs) connected to a small number of core nodes. 
These code nodes are interconnected by a fully meshed set of optical light paths with no 

intermediate packet processing. 

 

4.2.2 SDN in wireless networks 

A number of software based networking solutions have been presented for cellular 
networks in the literature. 

 CellSDN:  The first proposal for SDN based cellular network, namely CellSDN, was 
presented in [1]. The authors propose extensions to controller platforms, switches, and 

base stations to enable applications to (i) express high-level policies based on 

subscriber attributes, rather than addresses and locations, (ii) apply real-time, fine-
grained control through local agents on the switches, (iii) perform deep packet 

inspection and header compression on packets, and (iv) remotely manage shares of 
base-station resources. 

 SoftRAN: SoftRAN [2] provides a software defined centralized control plane for radio 
access networks that abstracts all base stations in a local geographical area as a virtual 

big-base station comprised of a central controller and radio elements (individual 
physical base stations). The centralized controller decides on the allocation of resources 

in frequency, time and space, performing load balancing and interference management, 

as well as maximizing throughput or any other objective. SoftRAN splits the control 
plane functionalities and leaves the time-critical local control related to channel state, 

such as, downlink resource allocation (with transmit power set by the centralized 
controller), at the individual radio element. 

 SoftCell: Cellular core networks suffer from inflexible and expensive equipment, as 
well as from complex control-plane protocols. To address these challenges, SoftCell [3] 

provides a scalable architecture that supports fine-grained policies for mobile devices 
in cellular core networks, using commodity switches and servers. SoftCell enables 

operators to realize high-level service policies that direct traffic through sequences of 

middle boxes based on subscriber attributes and applications.  
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 SoftAir: SoftAir [4] proposes a new software defined architecture, for next generation 
(5G) wireless systems. In particular, it introduces software- defined traffic engineering 

solutions, providing mobility aware load balancing and resource efficient allocation 
through virtualization.  

 OpenRadio: OpenRadio [5] provides a novel design for a programmable wireless 
dataplane and modular and declarative programming interfaces across the entire 

wireless stack. Also, OpenRadio shows that commodity multi-core platforms are 

capable of executing efficiently low-level atomic blocks identified in wireless protocols 
at the PHY and MAC layers. A prototype implementation of OpenRadio is presented 

supporting WiFi PHY on off-the-shelf multicore DSP processors. 
 NetShare [6] is a network-wide radio resource management framework that provides 

effective RAN sharing. NetShare introduces a novel two-level scheduler split between 
the mobile gateway and the cellular basestations to effectively manage and allocate 

the wireless resources of the radio access network composed of multiple basestations 
among multiple different entities (such as operators, content providers, etc.) that share 

the network.  

 In meSDN [7] authors argue that extending SDN control to end devices can support 
client-network interaction capabilities and services such as guaranteeing airtime 

resource and end-to-end QoS for mobile clients. In this context the meSDN (mobile 
extension of SDN) framework is proposed, that utilizes Open vSwitch in monitoring and 

managing mobile’s application traffic.  

A number of other works have also proposed SDN-based architectures for wireless 

networks [8][9][10], defining the main functions that should be supported by a mobile 
SDN architecture, along with the required interfaces. 

 

In addition to the above mentioned, some SDN relevant projects in the industry are: 

OpenRAN [11] project group’s main objective is the development of fully programmable 

RAN solution based on General Purpose Processing Platforms (GPPP) and disaggregated 
software. To achieve this, the project will help enable an open ecosystem of complete 

solutions and solution components that take advantage of the latest capabilities of GPPPs, 
both at a software level and also using programmable offload mechanisms such as field-

programmable gate arrays (FPGA). 

OPEN-Orchestrator (OPEN-O) and the Enhanced Control, Orchestration, Management and 

Policy (ECOMP) projects were open source software framework that target to enable 

software-defined networking and network function virtualization operations, and were 
supported by major companies in the field and related organizations. Recently, ECOMP and 

OPEN-O were merged under the new Open Network Automation Platform (ONAP) Project 
of The Linux Foundation [12]. 

ONOS (Open Network Operating System) [13] is an open source project, with the goal to 
create an SDN operating system for communications service providers that is designed for 

scalability, high performance and high availability. Combining ONOS with white box 
switches and ONOS applications enables new forms of innovation never before possible 

with closed legacy networks. CORD (Central Office Re-architected as a Datacenter) [14] is 

an open source project that combines NFV, SDN, and the elasticity of commodity clouds to 
bring datacenter economics and cloud agility to the Telco’s Central Office. CORD lets the 

operator manage their Central Offices using declarative modeling languages for agile, real-
time configuration of new customer services. The reference implementation of CORD is 

built from commodity servers, white-box switches, disaggregated access technologies 
(e.g., vOLT, vBBU, vDOCSIS), and open source software (e.g., OpenStack, ONOS, XOS). 

CORD started as an ONOS use case, but has since been spun off into its own open source 
project. M-CORD [15] is open source reference solution, built on the CORD infrastructure 

platform, for carriers deploying 5G mobile wireless networks. It is a cloud-native solution 

built on SDN, NFV and cloud technologies. It includes both virtualization of RAN functions 
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and a Virtualized Evolved Packet Core (vEPC) to enable mobile edge applications and 
innovative services using a micro-services architecture. These projects run from Open 

Networking Lab (ON.Lab) and The Linux Foundation, while they are actively supported by 
operators and vendors. 

 

4.2.3 Standardization activities and relevant 

organizations 

A number of standardization activities are taking place on the SDN and 5G domains. Most 

of them focus on SDN on general, on SDN on transport networks and on network slicing in 

5G. 

ITU-T participates in SDN standardization activities through respective Study Groups (SG): 

SG13 – “Future networks including cloud computing, mobile and NGN” developed functional 
requirements and architectures, while SG11 – “Signalling requirements, protocols and test 

specifications” is tasked with developing signalling requirements and protocols for SDN. 
The Open Networking Foundation (ONF) is a member-driven organization promoting the 

adoption of SDN. The architecture for SDN is defined in ONF TR-502 [16] and TR-521 [17]. 
Also, a number of ONF relevant initiatives are separated in Working Groups (WG). Among 

them, the ONF’s Mobile WG focuses on wireless backhaul, cellular Evolved Packet Core 

(EPC), and unified access and management across enterprise wireless and fixed networks 
(e.g., campus Wi-Fi). The Mobile WG has started to produce a report for the application of 

SDN to 5G network slicing. The idea is to describe how key functional aspects of the SDN 
architecture apply for 5G enablement, including the business-driven concept of network 

slicing. 

The IEEE has also created an SDN initiative without creating new standards so far.  The 

Next Generation Mobile Networks (NGMN) Alliance has started to define business 
requirements and principles for the 5G. The vision described in the NGMN White Paper for 

5G [18] serves as a guideline for 5G definition and design. Again, network slicing is a key 

element in NGMN's vision for 5G to support the envisage use cases, covering a great 
diversity of requirements, and to enable the deployment of multiple logical networks as 

independent business operations on a common physical infrastructure platform.  

The 5G Infrastructure Public Private Partnership (5G PPP) is a joint initiative between the 

European Commission and European ICT industry (ICT manufacturers, telecommunications 
operators, service providers, SMEs and researcher Institutions). The 5G PPP deliver 

solutions, architectures, technologies and standards for the ubiquitous next generation 
communication infrastructures of the coming decade, through the supported EU projects.  

Within the 5G-PPP there are a number of cross-project work groups where the work of 

multiple projects can be converged into identifying the shared issues and developing 
supported program level position on technical and strategic items. Software Network 

Working Group (WG) of 5G PPP aims at analyzing and addressing unification and 
applicability of key research topics related to Software Networking where a number of EU 

projects are contributing [19]. 

In addition, the definition of information models is an important part of the standardization 

activities. These models describe the characteristics of network devices and the interface 
through which they can be controlled. Such information models exist in various network 

segments, such as ONF’s TR-532 - the microwave information model. 
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4.2.4 Relevant EU projects 

The following EU projects develop SDN control frameworks in support of future 5G 

networks, considering fronthaul/ backhaul networks, advanced wireless transmission 
technologies and optical networks. Some of these projects focus on particular networking 

technologies while others are more generic in their approaches. 

In relation, to these EU projects, 5G-PHOS considers and supports optical technologies in 

its envisaged integrated FiWi packetized Cloud-Radio Access Network (C-RAN) fronthaul, 
while the developed SDN control plane will optimally orchestrate both the optical and the 

wireless resources. 5G-PHOS exploits advanced photonic technologies and reconfigurable 
Hardware (HW) platforms, while the SDN control plane will use a network processor. The 

5G-PHOS focus on FiWi single-domain orchestration and the developed orchestrator could 

actually be part of any SDN hierarchy of orchestrators for end-to-end network operations. 

4.2.4.1 BLUESPACE  

BLUESPACE - Building on the Use of Spatial Multiplexing 5G Networks Infrastructures and 
Showcasing Advanced technologies and Networking Capabilities 

Site: bluespace-5gppp.squarespace.com 
Topic: H2020-ICT-2016-2 

Date: 2017-06-01 to 2020-05-31 
Common Partners: Orange, Lionix, TUE 

BLUESPACE exploits the added value of Spatial Division Multiplexing (SDM) in the Radio 
Access Network, enabling and supporting massive Multiple Input Multiple Output (MIMO) 

in the Ka-band. Also, Bluespace develops SDN control to support SDM and NFV 

orchestration, ensuring ultrafast and flexible network management. The developed 
technologies will be integrated into next generation optical access networks infrastructures 

using massive beam steering capabilities. 

4.2.4.2 5GEx 

5GEx - 5G Exchange 
Site: www.5gex.eu 

Topic: H2020-ICT-2014-2 
Date: 2015-10-01 to 2018-03-31 

Common Partners: Ericsson, Orange, Telecom Italia 

5GEx aims to enable collaboration between operators, regarding 5G infrastructure services, 

with the view to introduce through NFV/SDN multi-domain orchestration. To this end, it 
produces an open platform enabling cross-domain orchestration of services over multiple 

domains, with a set of open source software tools and extensions. This will allow end-to-

end network and service elements to mix in multi-vendor, heterogeneous technology and 
resource environments. The multi-domain orchestrator is used in example use-cases for: 

network creation, network slicing, network sharing, multi-domain backhauling. 

4.2.4.3 5G-Crosshaul 

5G-Crosshaul - The 5G Integrated fronthaul/backhaul transport network  
Site: 5g-crosshaul.eu 

Topic: H2020-ICT-2014-2 
Date:  2015-07-01 to 2017-12-31 

Common Partners: Ericsson, Orange, Telecom Italia, Fraunhofer 

The 5G-Crosshaul project aims at developing a 5G integrated backhaul and fronthaul 

transport network, enabling a flexible and software-defined reconfiguration of all 

networking elements in a multi-tenant and service-oriented unified management 
environment. The Xhaul transport network consists of high-capacity switches and 
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heterogeneous transmission links (e.g., fiber or wireless optics, high-capacity copper, 
Millimeter Wave - mmWave) interconnecting RRHs, 5GPoAs (e.g., macro and small cells), 

cloud-processing units (mini data centres), and points-of-presence of the core networks of 
one or multiple service providers. This transport network will flexibly interconnect 

distributed 5G radio access and core network functions, hosted on in-network cloud nodes. 

The architecture highlights that 5G-Crosshaul specific switching and processing elements, 

respectively the Crosshaul Forwarding Elements (XFE) and the Crosshaul Processing Unit 

(XPU), are the key components of the network fabric at the user plane level. Control and 
signaling information are routed over the Crosshaul transport network. An Adaptation 

Function (AF) is used to integrate legacy, non-Crosshaul specific, network elements in the 
new transport network.  

5G-Crosshaul resources are controlled by the Xhaul Control Infrastructure (XCI) and are 
managed by the Management and Orchestration (MANO) layer. In particular, a specific 

MANO is used for the 5G-Crosshaul transport network, whilst one or more distinct MANOs 
are in charge of the core and access networks. XCI opens up the transport network as a 

service for various network applications and provides: i) control and management of packet 

forwarding within the 5G-Crosshaul network across its forwarding elements, ii) control and 
management of physical layer settings of different link technologies (e.g., transmission 

power on wireless links); iii) control and management of 5G-Crosshaul processor units 
computing operations (e.g., instantiation and management of VNFs).  

The architecture allows decentralizing specific functions in the XPUs and disseminating 
intelligence throughout the whole transport system. When a C-RAN is virtualized, XPUs 

include some functions of the Base Band Units (BBUs). VNFs can be dynamically 
instantiated in the XPUs elements and can be moved at different locations under the 

management of the MANO. XFEs instead are multi-technology switches to meet different 

application constraints and to suit the different scenarios which have been envisaged for 
5G.  

4.2.4.4 5G-XHaul 

5G-XHaul - Dynamically Reconfigurable Optical-Wireless Backhaul/Fronthaul with 

Cognitive Control Plane for Small Cells and Cloud-RANs 
Site: www.5g-xhaul-project.eu 

Topic: H2020-ICT-2014-2 
Date: 2015-07-01 to 2018-06-30 

Common Partners: Cosmote 

5G-XHaul proposes a converged optical and wireless network solution. The 5G-XHaul data-

plane is composed of wireless connectivity between small cells and macro cells, a high 

capacity optical access technology based on WDM-PON, and a metro-optical segment based 
on Time Shared Optical Network (TSON). A software-defined cognitive control plane, has 

been also developed able to forecast traffic demands in time and space, and the ability to 
reconfigure network components. The SDN control plane is hierarchical, allowing to design 

and evolve control planes tailored to a given technology domain, for example wireless and 
optical, while also enabling scalability.  

In order to support the previous principles, three types of transport nodes are defined in 
5G-Xhaul (Figure 4.2.1). First, Edge Transport Nodes (ETNs), connect the tenant Virtual 

and Physical Network Functions (VNFs/PNFs) to the 5G-XHaul transport network, maintain 

the corresponding per-tenant state, and encapsulate tenant traffic into transport specific 
tunnels. Second, Inter-Area Transport Nodes (IATNs), support the necessary functions to 

connect different areas, which may be implemented using different transport technologies. 
Finally, regular Transport Nodes (TNs), support an area specific transport technology, and 

provide forwarding services between the ETNs and IATNs of that area.  
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Figure 4.2.1 5G-Xhaul Architecture 

4.2.4.5 Flex5Gware 

Flex5Gware - Flexible and efficient hardware/software platforms for 5G network elements 
and devices 

Topic: H2020-ICT-2014-2 
Date: 2015-07-01 to 2017-06-30 

Site: www.flex5gware.eu 
Common Partners: Ericsson, Telecom Italia, Fraunhofer 

The overall objective of Flex5Gware is to deliver highly reconfigurable HW platforms 

together with HW-agnostic Software (SW) platforms targeting both network elements and 
devices taking into account increased capacity, reduced energy footprint, as well as 

scalability and modularity, to enable a smooth transition from 4G mobile wireless systems 
to 5G. Four groups of technologies have been identified that are necessary to reach these 

goals including RF front-ends and antennas, Mixed-signal technologies, Digital front-end 
and HW/SW function split, SW modules and functions. A number of proofs-of-concept have 

been implemented evaluating these technologies. One of them, namely “Reconfigurable 
and programmable radio platform and SW programming performed and injected by the 

network” demonstrated the whole adaptation loop of 5G technologies, by reconfiguring the 

radio behavior according to advanced context estimates provided by sensing devices. This 
allowed, e.g., the configuration of device MAC rules for operating in relay-mode or direct 

access and switching across technologies according to the link quality. 

4.2.4.6 Coherent 

Coherent - Coordinated control and spectrum management for 5G heterogeneous radio 
access networks 

Site: www.ict-coherent.eu 
Topic: H2020-ICT-2014-2 

Date: 2015-07-01 to 2017-12-31 

Coherent designs and develops an open, unified and programmable control framework for 

5G heterogeneous radio access networks. Based on this control framework, Coherent also 

develops advanced traffic steering and resource allocation techniques, novel joint radio 
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and front-haul resource allocation schemes in heterogeneous mobile networks, and 
investigate RAN virtualization techniques, allowing network slicing and over-the-top 

applications and services delivery at the RAN level. 

4.2.4.7 5G-NORMA  

5G-NORMA – 5G Novel Radio Multiservice adaptive network Architecture 
Site: 5gnorma.5g-ppp.eu 

Topic: H2020-ICT-2014-2 
Date:  2015-07-01 to 2017-12-31 

Common Partners: Orange 

5G NORMA introduces an architecture leveraging the network slicing and multi-tenancy 
concepts allowing to deploy different network slices instances running on the same network 

infrastructure. Each one is tailored to the corresponding service and business needs. 5G 
NORMA applies concepts from SDN and NFV, and targets enhanced and flexible 5G base 

stations, software-based centralized controllers and software-based RAN element. 

The high-level functional perspective of the 5G NORMA system architecture is depicted in 

Figure 4.2.2, showing the separation into four layers. 

 The Service Layer comprises Business Support Systems and business-level Policy 

and Decision functions as well as applications and services operated by the tenant.  

 The MANO Layer realizes 5G NORMA’s Software-defined Mobile Network 
Orchestration (SDMO) concept by extending the ETSI NFV management and 

orchestration (NFV MANO) architecture towards multi-tenant and multi-service 
networks. SDMO interfaces the network slices infrastructure to the business 

domain, handling slice creation requests by translating abstract application 
requirements to real network requirements and deciding for the optimal set of 

resource to be used and their location in the infrastructure. 
 The Control Layer accommodates the two main controllers: i) the Software-Defined 

Mobile Network Coordinator (SDM-X) for the control of common (shared) Network 

Functions - NFs (depicted in orange) and ii) Software-Defined Mobile Network 
Controller (SDM-C) for dedicated NFs (depicted in green). Following the SDN 

principles, SDM-X and SDM-C abstract the technological and implementation-
related details of the controlled NFs, translating decisions of the control applications 

into commands towards Virtualized NFs (VNFs) and Physical NFs (PNFs) in both 
Data and Control Layer. Three SDN functional categories are identified: (i) 

networking control functions (in particular mobility management and session 
management, but also QoS/QoE control); (ii) connectivity control functions (mainly 

for packet forwarding/SDN-based transport); and (iii) wireless control functions 

(e.g., radio link adaptation and scheduling). Figure 4.2.2., further depicts the split 
into common or so-called inter-slice functions and dedicated or intra-slice functions, 

handled by SDM-X AND SDM-C respectively. 
 Finally, the Data Layer comprises the VNFs and PNFs needed to carry and process 

the user data traffic. 
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Figure 4.2.2 Functional perspective of the overall 5G-NORMA architecture 

4.2.4.8 Other related projects 

Also, a number of other EU projects are developing technologies covering various aspects 
of network slicing in 5G networks (METIS-II, 5GPAGODA, 5G-TRANSFORMER, 5G-

MoNArch, SLICENET), while others architect and design programmable metro networks 
that are scalable for 5G access and future requirements (Metro-Haul). 

Other EU projects in relation to 5G include the following. SELFNET (www.selfnet-5g.eu) is 
an EU project that aims at defining an architecture for providing self-organizing capabilities 

over 5G networks based on differentiated layers (Infrastructure Layer, Virtualized Network 

Layer, SON Control Layer, SON Autonomic Layer, NFV Orchestration & Management Layer, 
SON Access Layer). The Superfluidity project (superfluidity.eu) aims at achieving 

superfluidity in the Internet: by instantiating services on-the-fly, run them anywhere in 
the network (core, aggregation, edge) and shift them transparently to different locations. 

Superfluidity provides a converged cloud-based 5G concept and relies on a proper 
combination of a set of emerging technologies in different areas and respective 

components: C-RAN, MEC, vCore and DC. SESAME (www.sesame-h2020-5g-ppp.eu) 
targets innovations around three central elements in 5G: i) the placement of network 

intelligence and applications in the network edge through NFV and Edge Cloud Computing 

ii) the substantial evolution of the Small Cell concept, already mainstream in 4G but 
expected to deliver its full potential in the challenging high dense 5G scenarios and iii) the 

consolidation of multi-tenancy in communications infrastructures, allowing several 
operators/service providers to engage in new sharing models of both access capacity and 

edge computing capabilities.  

 

 

http://www.selfnet-5g.eu/
file:///C:/Users/Athina/Dropbox/5G-PHOS_shared/WP6/D6.1/superfluidity.eu
http://www.sesame-h2020-5g-ppp.eu/
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5 Review of commercial and open source tools 

5.1 Introduction 

In Software Defined Networks, the SDN-controller is the most significant part of the overall 
architecture. Especially, in the 5G-PHOS network, with the integrated FiWi fronthaul and 

C-RAN characteristics and its increased credentials for network slice support, a joint 
optical-wireless NPO will be produced as an SDN orchestration toolkit and control plane for 

configuring both optical and wireless resources over the converged FiWi infrastructure. It 

will be deployed for the design, deployment, customization, and optimization of different 
network slices and resources, running on a common network infrastructure utilizing the 

capabilities of SDN, NFV, end-to-end orchestration, network applications, and analytics. 
These facts, make the choice of a suitable SDN-Controller a critical undertaking. 

 

5.2 SDN controllers commercial solutions 

Various commercial solutions are available: 

A) ElasticNet  

ElasticNet [20] is ZTE’s next-generation network solution. It uses SDN and NFV 
technologies, both of which enable elastic network configuration. ElasticNet integrates SDN 

and NFV technology to create a flat network that suits diverse functions and demands. 
With cloud computing technology, it provides functions and systems for network control. 

It decouples the control and forwarding functions so that network control is centralized, 
and it makes the network comply with open, standard protocols. ElasticNet provides a 

programmable environment, which makes the network visible to applications and promotes 

network innovation. The solution also solves problems with automatic network 
configuration and flexible service deployment. 

In short, ElasticNet makes a network dynamic. The network can be scaled to meet 
increased service demands, reduce the cost of network construction, and maximize 

network utilization. The network evolves from a fixed, complicated system to a flexible, 
reconfigurable software-based system. 

B) Huawei Agile Controller 

Huawei Agile Controller [21] is server-based SDN software, implementing NFV to deliver 

responsive services at low cost by leveraging network and compute resources, and it 

simplifies provisioning and O&M while enabling programmable network performance 
management. Huawei has developed an “all cloud” strategy to build high-efficiency, agile 

networks, which means that all network functions and applications will run in cloud 
datacenters. Cloud interconnection, cloud access, and cloud aggregation are in greater 

demand and facing higher requirements. Huawei SDN controller provides unified control of 
network devices in LAN, WAN, DCN, and IoT scenarios. Customers can deploy the controller 

in centralized or distributed mode to suit their application scenarios. 

Huawei SDN controller calculates traffic transmission paths for the entire network based 

on multiple SLA factors, such as bandwidth and latency, to implement load balancing and 

automatically optimizes transmission paths to improve resource utilization. 

Huawei SDN controller provides end-to-end, automated, on-demand network deployment 

in Site2DC, Site2Site, Site2Internet, and DCI scenarios, enabling network resources to 
migrate with cloud services and cloud services to migrate with devices. It supports a wide 

variety of northbounf APIs such RESTCONF and YANG protocols, and multiple southbound 
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protocols (Netconf, PCEP, BGP-LS, OpenFlow, BGP, SNMP, IGP, OVSDB, and CLI protocols) 
and is compatible with third-party devices. 

C) Nuage Networks Virtualized Services Platform (VSP) 

Nuage Networks Virtualized Services Platform (VSP) [22] eliminates the constraints that 

have held back the responsiveness & efficiency of the datacenter network by making the 
datacenter network as dynamic & consumable as compute infrastructure through 

automated instantiation of network services, eliminating cumbersome configuration-driven 

processes for datacenter networking that are today’s norm, separating and simplifying the 
definition of network service requirements and policies from the manner in which network 

services are established, virtualizing ANY existing datacenter network infrastructure 
(Layer2 through Layer4) and scaling to meet the demands of thousands of tenants with 

unique application requirements and enterprise policies. 

The Nuage Networks VSP comprises three key software-based products: 

1) Virtualized Services Directory (VSD) serves as a policy, business logic & analytics engine 
for the abstract definition of network services. Through RESTful APIs to the VSD, 

administrators can define and refine service designs and incorporate enterprise policies. 

2) Virtualized Services Controller (VSC) serves as the robust control plane of the datacenter 
network, maintaining a full per-tenant view of network and service topologies. Through 

network APIs using interfaces such as Openflow, the VSC programs the datacenter network 
independent of datacenter networking hardware. 

3) Virtual Routing & Switching (VRS) is a module that serves as a virtual endpoint for 
network services. Through the VRS, changes in the compute environment are immediately 

detected, triggering instantaneous policy-based responses in network connectivity to 
ensure that the needs of applications are met. The VRS-G is a software gateway module 

that enables software-based support for bare metal servers and non-virtualized appliances. 

 

5.3 SDN controllers open source solutions 

 

Figure 5.3.1 SDN control platforms: elements, services and interfaces [23] 
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Due to the importance of the controller within the SDN architecture and the diversity of 
architectures and implementations in the market and research fields, there is a need to 

assess and benchmark all these choices against different performance indicators. A more 
detailed presentation of SDN technologies as well as the related elements, services and 

interfaces as presented in Figure 5.3.1 can be found in Deliverable 2.1, Annex B. Among 
the controllers being used OpenDayLight, Floodlight Project and RYU NOS appeared to be 

the most suitable -based on popularity and previous works- for the development of the 

NPO for both wireless and optical networks. 

Opendaylight [24] is a Java-based controller that supports OpenFlow, OVSDB, 

NETCONF/YANG, PCEP, BGPLS and other SDN technologies (Figure 5.3.2). A repository 
includes contributed source code initially seeded from Big Switch Networks, Cisco and NEC 

with over 1000 cumulative contributors until now. The architecture mainly comprises three 
layers: 

i. Southbound plugins and protocols forming the network device layer,  

ii. Service adaptation and network functions forming the coordination and control 

layer and 

iii. Northbound APIs and applications forming the application layer. 

 

Figure 5.3.2 Opendaylight Architecture [25] 

 

Floodlight Open SDN Controller [26] is also a Java-based OpenFlow Controller and 

supports OpenFlow. However, it also includes a collection of applications built on top the 
Floodlight Controller. The term “modular architecture” is used to describe the architecture 

of the Floodlight Controller, which is shown in Figure 5.3.3. The core architecture includes 
various modules, such as topology management, device/end-station management, 

path/route computation, infrastructure for web access (management), counter store 

(OpenFlow counters) and a state storage system, that are well stitched a by module-
management system. 
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Figure 5.3.3 Floodlight Project Framework [26] 

 

 

Figure 5.3.4 RYU NOS Architecture [28]  
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RYU NOS [27] is a Python controller that supports OpenFlow and aims to be an “Operating 
System” for SDN (Figure 5.3.4). Like other SDN controller frameworks, Ryu also provides 

software components with well-defined APIs that are exposed to allow developers to create 
new network management and control applications. One of the strengths of Ryu is that it 

supports multiple southbound protocols for managing devices, such as OpenFlow, Network 
Configuration Protocol (NETCONF), OpenFlow Management and Configuration Protocol (OF-

Config), and others. As for Ryu’s Architecture, Ryu can also create and send an OpenFlow 

message, listen to asynchronous events such as flow_removed, and parse and handle 
incoming packets. 

 

In the following tables, SDN-Controllers are compared: 

 Focusing on basic components (Table 5.3.1), 

 Based on the most significant use cases that review different SDN-environments 

(Table 5.3.2) and 

 With respect to security issues, using also the SE-Floodlight, Security-Enhanced 

version of Floodlight controller (Table 5.3.3). 

 

Table 5.3.1 SDN-Controllers' comparison with respect to basic components 

[29][30] 

Component Floodlight OpenDayLight RYU NOS 

Partners Big Switch Linux Foundation With 

Memberships Covering 
Over 40 Companies, 

Such As Cisco, IBM, 
NEC 

Nippo Telegraph and 

Telephone Corporation 

 

Open-source Yes Yes Yes 

Programming 
Language 

Java(non-OSGI) Java(OSGI) Python 

Architecture Centralized  Distributed Centralized 

Multi-threading 
Support 

Yes Yes Yes 

Northbound APIs RESTful API REST, RESTCONF, Java 
APIs 

Ad-hoc API 

Consistency No Weak No 

Faults No No No 

Base network 

services(shown in 
figures below) 

Topology, device/end-
station Management, 

Path/route 
Computation, Counter 
Store (OpenFlow 

Topology/Stats/Switch 
Manager, Host Tracker, 

Shortest Path 
Forwarding  

Topology/Stats/Device 
Manager, Openflow 

Handler, Load Balancer 
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counters), State 
Storage System 

Southbound APIs or 

connectors 

OpenFlow 

 

OpenFlow, OVSDB, 
NETCONF/YANG, 

SNMP, PCEP, BGPLS, 
LISP, SNMP 

OpenFlow, NETCONF, 
OpenFlow-Config. 

 

Provides abstraction 

layer above 
southbound protocols  

No  Yes Yes 

Management 
Interfaces 

GUI/CLI, REST API GUI/CLI, REST API  GUI/CLI, REST API  

GUI Web/Java based Web based Yes 

Modularity Good High Fair 

Platform Support Linux OS,MAC OS, 

Windows 

Linux OS,MAC OS, 

Windows 

Most Supported On 

Linux 

Productivity Fair Fair High 

OpenStack Integration Medium Strong Strong 

OpenStack Neutron 
Plug-in 

REST Proxy Plugin  Modular Layer 2 (ML 2) Ryu Plugin 

 

Table 5.3.2 SDN-Controllers' comparison regarding important use cases [31] 

Use Case Floodlight* OpenDayLight* RYU NOS* 

Network Virtualization 

by virtual overlays 

Partial Yes Yes 

Hop-by-hop Network 

Virtualization 

Yes Yes No 

OpenStack Neutron 

Support 

Yes Yes Yes 

Legacy Network 

Interoperability 

No Yes No 

L4-L7 Service 

Insertion and Service 
Function Chaining 

No Yes Partial 

Network Monitoring Yes Yes Yes 
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Policy Enforcement Partial Yes No 

Load Balancing No Yes No 

Traffic Engineering Partial Yes Partial 

Dynamic Network 
Taps 

Yes Yes Yes 

Multi-Layer Network 

Optimization 

No Partial No 

Routing Yes Yes Yes 

 

Table 5.3.3 SDN-Controllers' comparison related to security issues [30][32] 

Component SE-Floodlight OpenDayLight RYU NOS 

Security Features  Security enforcement 
kernel (AAA)  

AAA Service, 
Foundation of Security 
Group  

Secure control layer 
communication  

Secure Controller Design 

Control Process 
(Application) 

Isolation  

Yes (Privilege-based) No No 

Implementation of 

Policy Conflict 

Resolution  

Yes (algorithm) No No 

Multiple Controller 
Instances – 

Resilience  

No Yes (Clustering) No 

Multiple Application 

Instances – 

Resilience  

No No No 

Secure Storage Yes Yes Yes 

Secure Controller Interfaces 

Secure Control 
Layer 

Communication  

Yes (D-CPI, A-CPI)  Yes (D-CPI)  Yes (D-CPI) 
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GUI/REST API 
Security  

No Yes (Weak) No 

Controller Security Services 

IDS/IPS Integration  Yes (BotHunter, Sec. 

Actuator)  

Yes (Defense4All)  Yes (Snort) 

Authentication and 

Authorization  

Yes Yes No 

Resource Monitoring  No No No 

Logging/Security 

Audit Service  

Yes Yes Yes 

 

5.4 5G-PHOS SDN controller platform 

From the aforementioned open-source controller platform solutions that were compared 

extensively, the OpenDayLight (ODL) was selected. Various reasons have led to this choice, 
and can be summarized below: 

 ODL’s popularity and previous related works, involving a repository with over 1000 
contributors, is a big asset. 

 Furthermore, ODL provides all the basic network services (such as topology/ stats/ 

switch manager). 

 It also offers options in northbound APIs (like RESTCONF, not only REST). 

 Furthermore, it gives more options and better implementations of traffic monitoring, 
network virtualization, load balancing etc. and high modularity in programming the 

SDN functions. 

 Lastly, although not a main aspect of 5G-PHOS, it provides a secure controller 

design. 
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6 SDN/NFV architecture 

6.1 General overview 

In Figure 6.1.1 the high-level overview of an SDN-based architecture is depicted. The main 
concept of SDN is the decoupling of the network’s control plane from the underlying data 

plane. This is done through the abstraction of the physical infrastructure from the 
applications. In fact, the traditional role of switches and routers no longer applies and they 

are transformed to simple forwarding devices. At the same time, the control logic is 

transferred to a central component called controller [33]. To be precise, the controller is 
the intelligent part of the network plane directing or forwarding packets based on the rules 

coming from the controller and the data plane follows the controller’s orders. Control to 
Data-Plane Interfaces are the so-called Southbound interfaces (SBIs), while Northbound 

Interfaces (NBIs) offers APIs (Application Programming Interfaces) for network controlling 
and services. 

 

Figure 6.1.1: SDN Architecture [34]. 

This approach will also be utilized in the 5G-PHOS project in order to achieve the realization 

of the SDN-controllable converged FiWi network. In the following subsections, a 

presentation of the main functional components is presented. Then, a detailed presentation 
of the SDN logical architecture and descriptions of each layer, as well as SB and NB 

interfaces is provided. 

 

6.2 Functional components 

Based on the previous section, the logical SDN architecture and its functional components 

per layer are presented in Figure 6.2.1. The FlexBox device and the mediator are located 
in the device/ infrastructure layer, which may potentially include multiple small cells and 

WiFi access points and RRHs, the controller functionalities with regard to all devices in the 
aforementioned layer are depicted in the Controller layer and all the Applications/tools in 

the application layer. 
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Figure 6.2.1 5G-PHOS SDN Architecture   
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6.3 5G-PHOS SDN architecture 

In the following subsections, the functional components per layer are described in detail. 

 

6.3.1 Data Plane elements 

Below is a list of data plane elements (servers and agents) needed for the operations of 

the SDN architecture: 

SNMP agent 

Simple Network Management Protocol (SNMP), as a protocol for network management, is 
used for collecting information from, and configuring, network devices on an Internet 

Protocol (IP) network. SNMP is used by agents and managers to send and retrieve 
information. An agent is a software process that responds to SNMP queries to provide 

status and statistics about a network node. A manager is an application that manages 

SNMP agents on a network by issuing requests, getting responses, and listening for and 
processing agent-issued traps. 

In OpenDayLight controller, there is a Southbound plugin that allows applications and 
controller services to interact with devices using SNMP. This plugin will allow applications 

acting as an SNMP Manager to interact with devices that support an SNMP agent. 

SNMP agent is a program that is packaged within the network element, enabling the agent 

to collect the management information from the device locally and make it available to the 
SNMP manager, when it is queried for. These agents could be standard (e.g., Net-SNMP) 

or specific to each case. The SNMP agent’s key functions are: 

 Collects management information about its local environment 

 Stores and retrieves management information as defined in the MIB. 

 Signals an event to the manager. 

 Acts as a proxy for some non–SNMP manageable network node. 

 

NETCONF server  

NETCONF [91] is a network configuration protocol that provides customizable control and 
management capabilities in a client-server architecture. In order to develop a NETCONF 

interface there is a need for a NETCONF server implementation (such as the one from 

Netopeer) to define a new custom Application Programming Interface (API) tailored to any 
device. The server exchanges XML based NETCONF messages with the client (OpenDaylight 

controller) and configuration data is stored in the server in an XML format file (i.e., 
datastore). Southbound, a custom API module has the role of translating the XML 

messages into custom device configuration messages.  

On startup, the NETCONF server initiates the custom API module and triggers an SSH 

session. Once the session is established, the server queries the device for the current 
configuration state. Configuring actual device parameters is done through auto generated 

callback functions in the module. The functions are called based on the information present 

in the XML path language of the NETCONF messages. For additional operations, Remote 
Procedure Calls (RPCs) are defined in the module. Upon initial server-client connection, a 

handshake is initiated in which the client and server capabilities are exchanged and agreed 
upon. The NETCONF monitoring module sends information to the client about the 

datastores, locks and sessions as well as the YANG schema defining the device 
configuration. OpenDayLight also uses the downloaded schema to perform a local 

validation of any configuration request.  
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OVS Switches 

OVS is a multilayer virtual switch implemented in software [92]. It uses virtual network 

bridges and flow rules to forward packets between hosts. It behaves like a physical switch, 
only virtualized. Namespaces and instance tap interfaces connect to what is known as OVS 

bridge ports. Similar to a traditional switch, OVS maintain information about connected 
devices, such as MAC address. It is an enhancement to the monolithic Linux Bridge plugin 

and includes the use of overlay networking (GRE & VXLAN) providing multi-tenancy in 

cloud environments. It can also be integrated with hardware and serve as the control plane 
for switching silicon.  

Programming flow rules work differently in OVS than the standard Linux Bridge. The OVS 
plugin does not use VLANs to tag traffic. Instead, it programs flow rules on the virtual 

switches that dictate how traffic should be manipulated before forwarded to the exit 
interface. Flow rules essentially determine how inbound and outbound traffic should be 

treated. 

OVS has two fail modes a) Standalone and b) Secure. Standalone is the default mode and 

it simply acts as a learning switch. Secure mode is different in the sense that it relies on 

the controller element to insert flows rules. Secure mode has a dependency on the 
controller. 

 

Openflow Agent 

For supporting OpenFlow operations, we need OpenFlow switches (such as OVS) for 
OpenFlow forwarding (or other operations) and an OpenFlow Agent which is OpenFlow 

management component on the OpenFlow switch. The OpenFlow Agent sets up OpenFlow 
connections with the controller to report the interface information of the OpenFlow switch 

and parse the flow table information delivered by the controller. This agent is a piece of 

software primarily responsible for state management. It receives and processes control 
messages sent by OpenFlow controllers and configures the switch forwarding tables 

accordingly to the given commands. In addition, the OpenFlow agent may take part in 
packet forwarding itself—in a hardware switch, for packets that are forwarded to the 

controller; in a pure software implementation, for every packet.  

 

Syslog Agent 

Syslog is an efficient way to consolidate logs from multiple sources into a single location. 

Syslog servers have a couple of components that make this possible. 

 A Syslog listener: A Syslog server needs to receive messages sent over the network. A 
listener process gathers syslog data sent over UDP port 514. UDP messages aren’t 

acknowledged or guaranteed to arrive, so be aware that some network devices will 
send Syslog data via TCP 1468 to ensure message delivery. 

 A database: Large networks can generate a huge amount of Syslog data. Syslog servers 
use a database to store syslog data for quick retrieval. 

 Management and filtering software: Because of the potential for large amounts of data, 
it can be cumbersome to find specific log entries when needed. The solution is to use 

a syslog server that both automates part of the work, and makes it easy to filter and 

view important log messages. Syslog servers should be able to generate alerts, 
notifications, and alarms in response to select messages – so that administrators know 

as soon as a problem occurs and can take swift action. 
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sFlow/NetFlow plugins [75] 

The sFlow monitoring system consists of an sFlow agent (embedded in a switch or router 

or in a standalone probe) which in 5G-Phos will be implemented upon OVS switches (as 
well as NetFlow agent) and a central sFlow collector(implemented in SDN controller). The 

sFlow Agent is a software process that runs as part of the network management software. 
It combines interface counters and flow samples into sFlow datagrams that are sent across 

the network to an sFlow Collector. Packet sampling is typically performed by the 

switching/routing ASICs, providing wire-speed performance. The state of the 
forwarding/routing table entries associated with each sampled packet is also recorded. The 

sFlow Agent does very little processing. It simply packages data into sFlow Datagrams that 
are immediately sent on the network. Immediate forwarding of data minimizes memory 

and CPU requirements associated with the sFlow Agent. The sFlow agent uses two forms 
of sampling: statistical packet-based sampling of switched or routed packet flows, and 

time-based sampling of counters. 

 

Lastly, with respect to the Bluefield processor, the following apply: 

 Mellanox BlueField is built out of 3 main building blocks: 4/8/16 Arm v8 Cores, 
ConnectX-5 Adapter and PCIe Switch. 

 The Arm cores can run any Virtual Switch or Virtual Router Control plane. The 
ConnectX-5 can offload the data-plane of almost any Virtual-Switch or Virtual Router, 

examples: OVS or Tungsten Fabric (Open Contrail). 

 Offload include: Classification, Forwarding, Drop, Overlay Tunnel Encap/Decap, VLAN 

Push/Pop and more. 

 BlueField supports PCI Gen3.0/4.0 and Dual Network ports 10/25/40/50/100 GbE. 

 BlueField Supports Virtualized or Containerized environments using SR-IOV or Software 

(VirtIO) 

 Mellanox BlueField Arm Cores run open source, upstream Linux. 

 Any Linux based Virtual Switch can run in Kernel or on top of DPDK. 

 BlueField also support running SNMP demon on Arm Cores. 

 

6.3.2 Network slicing 

Next-generation networks will serve applications and services with diverse requirements 

in terms of latency, capacity, resiliency and scalability. 5G networks promise to provide 
the required networking technologies and features to achieve these goals. Network slicing 

is a promising technology that will be used in 5Gphos infrastructure in an effort to provide 
customized services for different users’ categories and meet specific QoS demands.  

Cutting edge technologies like SDN and NFV are the enablers for network slicing as allow 
the traditional infrastructures to split into customizable logical parts that can be chained 

together programmatically to provide just the right level of connectivity that is needed at 
each time. This slicing is infrastructure-based, so the user experience will be the same as 

if it was a physically separate network. In practice, deciding how to efficiently allocate, 

manage and control the slice resources in real-time has a lot of algorithmic [61] and 
practical challenges considering the plethora of different technologies employed. From the 

application/user/service perspective a network slice is dedicated logical resource slice, 
which in practice is translated in a virtual network implemented on top of a physical 

infrastructure. A virtual link between virtual nodes can be multi-hop physical path with 
reserved capacity. A virtual node implements a specific network function or application 
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functionality running on general purpose hardware or specific hardware accelerators (DSP, 
FPGA). Regarding the control of a slice, SDN plays a major role in its realization assuming 

that all the involved networking functions are SDN-enabled/controlled, making possible to 
decide for the instantiation and/or the re-configuration of slices with diverse and time-

varying requirements. 

In 5G-PHOS, NPO provides the network optimization logic for network slicing, deciding on 

the resource management actions that need to be taken. In our context, network slices 

consist of optical and wireless resources. In particular, NPO will perform slicing 
management operations as: 

 Monitor/Analyze users’ traffic demands and associate them with network slices (even 
proactively based on predictive analytics for a future period-epoch: hour, day). 

 Create slices on-demand based on specific users’ categories (gold, silver etc.) or 
whenever the existing slices cannot serve the arriving demands 

 Cluster traffic requests based on specific patterns/profiles with complementary 
requirements and assign them to existing or new slices, for higher network utilization 

factor. For example, a number of users may need simultaneously a high bandwidth-

intensive slice for infotainment while a first responder service may need an ultra-
reliable slice for safety purposes. 

 

6.3.3 Southbound interfaces  

Based on the requirements for the SDN controller and the relevant functionalities, a 
tentative list of controllable parameters is derived including: System, Traffic, Position and 

MT-MAC parameters. This section describes the Southbound Interfaces of the SDN 

architecture and how the SDN control plane will acquire/monitor the abovementioned 
parameters from the mediator and configure their values, using the protocols NETCONF, 

SNMP, Openflow, sFlow, etc. 

6.3.3.1 Relevevant protocols and plugins 

Below is the list of protocol operations and plugins needed: 

NETCONF [62][63][64] 

NETCONF provides mechanisms to install, manipulate and delete the configuration of 
network devices. It uses XML-based data encoding for the configuration, data as well as 

the protocol messages with YANG modeling. NETCONF uses a simple RPC-based 
mechanism to facilitate communication between a client (SDN controller) and a server; 

after reading the YANG models, the client can understand and communicate with the server 

accordingly. The underlying transport of NETCONF is connection-oriented and adopts SSH 
or TLS. 

The YANG module defined is designed to be accessed via the NETCONF protocol. The lowest 
NETCONF layer is the secure transport layer (SSH). Authorization for access to specific 

portions of conceptual data and operations within this module is provided by the NETCONF 
access control model (NACM). 

The wireless network layer was comprised of pairs of devices (wireless link) and mediators, 
interoperated with the controller via NETCONF/YANG protocol. The vendor-specific 

mediator was a piece of software running outside device on a dedicated server (in Bluefield 

processor) that translates standard NETCONF/YANG into the device-specific proprietary 
language (e.g., SNMP) and vice-versa.  
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NETCONF Datastores  

A running system is composed of state and configuration data. Configuration data is a well-

defined set of writable data which essentially brings the system to its current state from 
its initial default state. On the other hand, data other than the configuration data which 

exist in the system is called state data. For example, statistics (throughput, packet counts, 
etc.) and read-only data are state data. As a result, the NETCONF protocol not only 

differentiates configuration data from state data, but it also provides distinct operations to 

access each data separately. Moreover, at least one configuration datastore is available 
that handles configuration operations. A configuration datastore is a full set of configuration 

data that transforms a device to the desired operational level from initial default level. 
Neither state data nor executive commands can't exist in the configuration datastore.  

Overall, there are three types of standard configuration datastores:  

1. Running configuration datastore: It contains the whole set of configuration which is 

running currently on the device. There is only one running configuration datastore 
in a device, and it must be always active. NETCONF protocol operations uses the 

element to access the running configuration datastore. If a device supports 

additional configuration datastores, it advertises its capabilities to the client. Both 
candidate and startup are the two types of configuration data stores that a device 

can advertise.  

2. Candidate configuration datastore: A device which supports a candidate datastore 

expresses its capability as candidate during capability exchange. Candidate is a 
storage with complete configuration data set where we can manipulate and create 

configuration data. It is possible to modify, add, delete the data so as to build the 
required configuration data. As a result, running configuration of the device is set 

to the current value of the candidate configuration via operation. 

3. Startup configuration datastore: As its name indicates, startup configuration is 
implemented at the next reboot, and is advertised as startup capability. Since 

operations in the running configuration are not immediately copied to the startup 
configuration, an explicit copy operation I.e., is executed to update the contents. 

With respect to the implementation, the OpenDayLight NETCONF southbound plugin is 
capable of connecting to remote NETCONF devices and exposing their configuration/ 

operational datastores, RPCs and notifications as MD-SAL mount points. These mount 
points allow applications and remote users (over RESTCONF) to interact with the mounted 

devices. Netconf-connector is fully model-driven (utilizing the YANG modeling language) 

and it supports any data/ RPC/ notifications described by a YANG model that is 
implemented by the device. 

 

SNMP [65][66][67] 

Simple Network Management Protocol (SNMP) is an application-layer protocol used to 
manage and monitor network devices and their functions. SNMP provides a common 

language for network devices to relay management information within single-and 
multivendor environments. The monitored devices are represented as managed objects 

and defined as a MIB. Network traffic statistics via SNMP correspond to periodic polling of 

MIB objects (for example, ifTable objects in MIB II). Hence, periodic MIB polling is required 
for continues monitoring.  

The Protocol Data Unit (PDU) is the message format that managers and agents use to send 
and receive information. There is a standard PDU format for each of the following SNMP 

operations needed for data collection from the hosts/devices: 

 get 

 get-next  
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 get-bulk (SNMPv2 and SNMPv3) 

 get-response 

 set 

 trap 

 notification (SNMPv2 and SNMPv3) 

 inform (SNMPv2 and SNMPv3) 

 report (SNMPv2 and SNMPv3) 

The main operations are between the SNMP agent and the control plane of the 
OpenDaylight controller, which supports an SNMP Plugin for communicating with SNMP 

agents. 

 

OVSDB [68][69][70] 

The OpenvSwitch database (OVSDB) Southbound Plugin for OpenDaylight implements the 

OVSDB management protocol that allows the southbound configuration of switches that 
support OVSDB, such as OVS switches that will be used in 5G-PHOS. The component 

comprises a library and a plugin. The OVSDB protocol uses JSON-RPC calls to manipulate 

a physical or virtual switch that supports OVSDB. The OpenDaylight controller uses the 
library project to interact with an OVS instance. 

OVSDB is a network-accessible database system. Schemas in OVSDB specify the tables in 
a database and their columns’ types and can include data, uniqueness, and referential 

integrity constraints. OVSDB offers atomic, consistent, isolated, durable transactions. The 
OVSDB protocol is well suited for state synchronization because it allows each client to 

monitor the contents of a whole database or a subset of it. Whenever a monitored portion 
of the database changes, the server tells the client what rows were added or modified 

(including the new contents) or deleted. Thus, OVSDB clients can easily keep track of the 

newest contents of any part of the database. 

The OVSDB Southbound Plugin provides support for managing OVS hosts via an OVSDB 

model in the MD-SAL which maps to important tables and attributes present in the 
Open_vSwitch schema. The OVSDB Southbound Plugin is able to connect actively or 

passively to OVS hosts and operate as the OVSDB manager of the OVS host. Using the 
OVSDB protocol it is able to manage the OVS database (OVSDB) on the OVS host as defined 

by the Open_vSwitch schema. 

 

OPENFLOW [71][72][73] 

OpenFlow protocol operation enables network management to determine the path of 
network packets across a network of switches. The controllers are distinct from the 

switches and this separation of the control from the forwarding plane allows for more 
sophisticated traffic management than is feasible using access control lists and routing 

protocols. OpenFlow allows remote administration of a layer 3 switch's packet forwarding 
tables, by adding, modifying and removing packet matching rules and actions. This way, 

routing decisions can be made periodically or ad-hoc by the controller and translated into 
rules and actions with a configurable lifespan, which are then deployed to a switch's flow 

table, leaving the actual forwarding of matched packets to the switch at wire speed for the 

duration of those rules. Packets which are unmatched by the switch can be forwarded to 
the controller. The controller can then decide to modify existing flow table rules on one or 

more switches or to deploy new rules, to prevent a structural flow of traffic between switch 
and controller. It could even decide to forward the traffic itself, provided that it has told 

the switch to forward entire packets instead of just their header. The OpenFlow protocol is 

https://en.wikipedia.org/wiki/Access_control_list
https://en.wikipedia.org/wiki/Layer_3


 Deliverable D6.1   

 

5G-PHOS – D6.1  45/68 

layered on top of the Transmission Control Protocol (TCP) and prescribes the use of 
Transport Layer Security (TLS). 

Forwarding instructions are based on a flow, which consists of all packets sharing a 
common set of characteristics. A large variety of parameters can be specified to define a 

flow. In SDN the monitoring of flows is necessary and mainly a flow is defined as a 
unidirectional sequence of packets that all share the following values: 

 Ingress interface (SNMP ifIndex) 

 Source IP address 

 Destination IP address 

 IP protocol 

 Source port for UDP or TCP, 0 for other protocols 

 Destination port for UDP or TCP, type and code for ICMP, or 0 for other protocols 

 IP Type of Service 

Each switch maintains a number of flow tables, with each table containing a list of flow 
entries. Each flow entry contains a match field that defines the flow, a counter and a set 

of instructions. Entries in the match field contain either a specific value against which the 

corresponding parameter in the incoming packet is compared or a value indicating that the 
entry is not included in this flow’s parameter set. Flow tables are numbered beginning with 

table zero, with incoming packets first compared to flow table entries in table zero. When 
a match is found, the flow counter is incremented and the specified set of instructions is 

carried out. 

A new flow must be created when a packet arrives that does not match any flow table 

entry. The switch may have been configured to simply drop packets for which no flow has 
been defined, but in most cases, the packet will be sent to the controller. The controller 

then defines a new flow for that packet and creates one or more flow table entries. It then 

sends the entry or entries to the switch to be added to flow tables. Finally, the packet is 
sent back to the switch to be processed as determined by the newly created flow entries. 

Flow table instructions modify the action set associated with each packet. Packets begin 
processing with an empty action set. Actions can specify that the packet be forwarded 

through a specified port or modify packet TTL, VLAN, MPLS tags or packet QoS. Instructions 
in the first flow table may carry out an action on the packet or add actions to be carried 

out later and direct packet processing to continue by comparing it to entries in another 
flow table. A flow entry in a subsequent table may contain instructions that add further 

actions, delete or modify actions added earlier or carry out actions. An instruction may also 

add a value called metadata to a packet before sending it to the next flow table and that 
value becomes an additional parameter to be matched against the metadata value in flow 

table entries in the next table. Processing continues table by table until all specified 
instructions have been completed and the packet has been forwarded. An instruction may 

specify a group identifier. Groups provide an efficient way to direct that the same set of 
actions must be carried out on multiple flows. Group operations are defined within the 

switch by entries in the group table. Each entry consists of its identifier value, a group 
type, a counter and a set of action buckets. Group type specifies whether all action buckets 

should be executed, which is useful for implementing broadcast or multicast, or that only 

specific buckets are to be executed. 

The protocol consists of three types of messages: controller-to-switch, asynchronous and 

symmetric. 

a) Controller-to-switch messages are sent by the controller to: 

 Specify, modify or delete flow definitions 

https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://en.wikipedia.org/wiki/Transport_Layer_Security
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 Request information on switch capabilities 

 Retrieve information like counters from the switch 

 Send a packet back to a switch for processing after a new flow is created 

b) Asynchronous messages are sent by the switch to: 

 Send the controller a packet that does not match an existing flow 

 Inform the controller that a flow has been removed because its time to live 

parameter or inactivity timer has expired 

 Inform the controller of a change in port status or that an error as occurred on the 
switch 

c) Symmetric messages can be sent by both the switch or the controller and are used for: 

 Hello messages exchanged between controller and switch on startup 

 Echo messages used to determine the latency of the controller-to-switch connection 
and to verify that the controller-to-switch connection is still operative 

 Experimenter messages to provide a path for future extensions to OpenFlow 
technology 

The Openflow operations will be implemented through the use of Openflow-enabled 

switches, such as OVS switches. 

 

SFLOW [74][75] 

A typical protocol for flow monitoring is sFlow. An sFlow monitoring system consists (like 

Netflow) of an sFlow agent embedded in an OVS virtual switch and a centralized collector 
upon the SDN control plane. The sFlow agent’s two main activities are random sampling 

and statistics gathering. The sFlow agent combines interface counters and flow samples 
and sends them across the network to the sFlow collector in UDP datagrams, directing 

those datagrams to the IP address and UDP destination port of the collector. The sFlow 

collector uses the sFlow agent’s IP address to determine the source of the sFlow data. You 
can configure the IP address of the sFlow agent to ensure that the agent ID of the sFlow 

agent remains constant. If the IP address of the sFlow agent is not configured, an IP 
address is automatically assigned to the agent.  Each datagram contains the following 

information: 

 The IP address of the sFlow agent 

 The number of samples 

 The interface through which the packets entered the agent 

 The interface through which the packets exited the agent 

 The source and destination interface for the packets 

 The source and destination VLAN for the packets 

Monitoring using sFlow will be implemented through the installation of an sFlow plugin 
upon OVS switches in the data plane and tha connected with the TSDR collectors will collect 

the data proposed. 

Monitoring using sFlow will be implemented through the installation of an sFlow plugin 

upon OVS switches in the data plane, which in turn is connected with the TSDR collectors 
that will collect the data proposed. 

 

SYSLOG [76] 
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Syslog protocol is used to convey event notification messages. This protocol utilizes a 
layered architecture, which allows the use of any number of transport protocols for 

transmission of syslog messages. It also provides a message format that allows vendor-
specific extensions to be provided in a structured way. Syslog utilizes three layers: 

 syslog content is the management information contained in a syslog message. 

 syslog application layer handles generation, interpretation, routing, and storage of 

syslog messages. 

 syslog transport layer puts messages on the wire and takes them off the wire. 

As sFlow, syslog protocol operation will be implemented through the syslog agent in the 

data plane and TSDR syslog collector. 

 

TSDR [77] 

The OpenDayLight controller, through the TSDR (Time Series Data Repository) feature 

creates a framework for collecting, storing, querying, and maintaining time series data in 
OpenDaylight and various data-driven applications can built on top of TSDR when installing 

a datastore and at least one collector. 

Some of TDSR capabilities include: 

 NetFlow data collector - Collect NetFlow data from network elements 

 NetFlowV9 - version 9 Netflow collector 

 sFlowCollector - Collects sFlow data from network elements 

 SNMP Data Collector - Integrates with SNMP plugin to bring SNMP data into TSDR 

 Syslog data collector - Collects syslog data from network elements 

 

Lastly, the following may be utilized based on the Mellanox Bluefield processor supported 

technologies: 

 Mellanox utilizes “TC(Traffic Control) Flower” upstream mechanism to configure flow 
based rules to the hardware. 

 Mellanox ASAP2 (Accelerated Switching and Packet processing) keeps the Control plane 
separated from the data plane hence allowing user to continue using exiting SDN 

Controllers or Openstack to configure rules. 

 ASAP2 uses VF representors (Linux Net device) in Software to represent BlueField 

eSwitch (Embedded Switch) vPorts. 

 

6.3.3.2 Relevant controllable parameters 

In what follows, we present a list of all the controllable parameters and candidate protocols 

through which the mediator can communicate them to the SDN control plane: 

A. System parameters: 

o Number of Flexboxes/Antennas/RRHs/Access Links/Wireless Links → SNMP 

o Infrastructure/Link Capacity → SNMP, NETCONF, SFLOW 

o Interference (Antennas) → SNMP, SYSLOG 

o Routes/Hops → NETCONF, SNMP 
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o CSI (Channel State Information) for all mmWave links → SNMP 

o Modulation and optical bandwidth of Bandwidth Variable Tranceivers (BVT) →  

SNMP 

o Buffer status (system-components) →  SNMP, NETCONF 

B. Traffic parameters: 

o Throughput (Links) → NETCONF, SFLOW 

o Latency (Delay or Round Trip Time) → SFLOW 

o Jitter → SFLOW 

o Dropped/ Errors/ OOO packets → SNMP, NETCONF 

o QoS Class Identifier (QCI) → SNMP, NETCONF 

o Flows → OPENFLOW. 

With respect to the latter, a flow is defined as a unidirectional sequence of packets that all 
share the following values: 

 Ingress interface (SNMP ifIndex) 

 Source/ Destination IP address 

 IP protocol 

 Source port for UDP or TCP, 0 for other protocols 

 Destination port for UDP or TCP, type and code for ICMP, or 0 for other 
protocols 

 IP Type of Service (IP address of the sFlow agent, number of samples, 

interface through which the packets entered the agent, interface through 
which the packets exited the agent, source and destination interface for the 

packets, source and destination VLAN for the packets) 

C. Position (Location) parameters: 

o CELLs' ID → SNMP, NETCONF  

o the antenna where the device is connected → SNMP, NETCONF 

Table 6.3.1 presents how the SDN control plane may acquire/ monitor the abovementioned 
parameters from the mediator and configure their values, using the protocols NETCONF, 

SNMP, OpenFlow, sFlow. 

 

Table 6.3.1: Parameters and corresponding protocols 

Parameters SNMP NETCONF OPENFLOW sFlow Syslog 

Number of Flexboxes, 

Antennas, RRHs, Access 

& Wireless Links 

x     

Infrastructure/ Link 
Capacity 

x x  x  

Interference 

(Antennas) 

x    x 
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Routes/Hops  x x    

CSI (Channel State 
Information) for all 

mmWave links 

x     

Modulation and optical 
bandwidth of 

Bandwidth Variable 

Transceivers (BVT) 

x     

Buffer status (system-

components) 

x x    

Throughput (Links)  x  x  

Latency (Delay or RTT)    x  

Jitter    x  

Dropped/ Errors/ OOO 

packets 

x x    

QoS Class Identifier 

(QCI) 

x x    

CELLs' ID x x    

The antenna where the 
device is connected 

x x    

Flows   x   

sFlow datagrams    x  

 

D. MT-DBA parameters: 

For these parameters needed to be monitored by SDN controller and applications, a lookup 

mechanism upon the data plane will be provided and a table will be employed in order to 
store the relevant information. The parameters are: 

o Inactive polls limit 

o Random access slots 

o Number of dataframes per superframe  

o Data frame size  

o QoS prioritization  

 

6.3.4 Control Plane 

The control plane of the SDN architecture will be developed upon the OpenDaylight 
Controller [78] which is a Java-based, model-driven controller using YANG as its modeling 

language for various aspects of the system and applications and with its components 
serving as a base platform for other OpenDaylight applications. 

The OpenDaylight Controller relies on the following technologies: 



 Deliverable D6.1   

 

5G-PHOS – D6.1  50/68 

 OSGI - This framework is the back-end of OpenDaylight. It allows the dynamically 
loading of bundles and packages JAR files and binding bundles together for exchanging 

information. 

 Karaf - Application container built on top of OSGI, which simplifies operational aspects 

of packaging and installing applications. 

 YANG - A data modeling language used to model configuration and state data 

manipulated by the applications, remote procedure calls, and notifications. 

The OpenDaylight Controller provides the following model-driven subsystems as a 
foundation for Java applications: 

 Config Subsystem - An activation, dependency-injection and configuration 
framework, which allows two-phase commits of configuration and dependency-

injection, as well as allows for run-time rewiring. 

 MD-SAL - Messaging and data storage functionality for data, notifications and RPCs 

modeled by application developers. MD-SAL uses YANG as the modeling for both 
interface and data definitions, and provides a messaging and data-centric runtime for 

such services based on YANG modeling. 

 MD-SAL Clustering - enables cluster support for core MD-SAL functionality and 
provides location-transparent access to YANG-modeled data. 

The OpenDaylight Controller supports external access to applications and data using the 
following model-driven protocols: 

 NETCONF - XML-based RPC protocol, which provides abilities for client to invoke YANG-
modeled RPCs, receive notifications and to read, modify and manipulate YANG modeled 

data. 

 RESTCONF - HTTP-based protocol, which provides REST-like APIs to manipulate YANG 

modeled data and invoke YANG modeled RPCs, using XML or JSON as payload format. 

 

6.3.4.1 MD-SAL 

With Model-driven Service Abstraction Layer (MD-SAL) [79], OpenDayLight offers a Model-
driven approach to service abstraction presents an opportunity to unify both northbound 

and southbound APIs and the data structures used in various services and components of 
an SDN Controller. In order to describe the structure of data provided by controller 

components, a domain-specific language, YANG, is proposed as the modeling language for 
service and data abstractions. Such language allows: 

 Modeling the structure of XML data and functionality provided by controller 
components. 

 Defining semantic elements and their relationships. 

 Modelling all the components as a single system. 

The XML nature of YANG data model presents an opportunity for self-describing data, which 

the controller components and applications using the controller’s northbound APIs can 
consume in a raw format, along with the data’s schema. 

Utilizing a schema language simplifies development of controller components and 
applications. The development of a module that provides some functionality (a service, 

data, functions/ procedures) can define a schema and thus create simpler, statically typed 
APIs for the provided functionality, and thereby lower the risk of incorrect interpretation of 

data structures exposed through the Service Abstraction Layer. 
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6.3.4.2 Base Network Functions provided by ODL 

Every release of OpenDayLight provides a variety of services and network functions 
depending on the Southbound protocols we use and are presented in section 6.3.3. Below 

there is a list of base modules that will be used in 5G-PHOS SDN implementation:  

Statistics Manager [80] 

Statistics collection in the OpenFlow plugin collects the following statistics from an 

OpenFlow enabled node (switch): 

1) Individual Flow Statistics 

2) Aggregate Flow Statistics 

3) Flow Table Statistics 

4) Port Statistics 

5) Group Description 

6) Group Statistics 

7) Meter Configuration 

8) Meter Statistics 

9) Queue Statistics 

10) Node Description 

11) Flow Table Features 

12) Port Description 

13) Group Features 

14) Meter Features 

Statistics collection mechanism is divided into following three parts: 

 Statistics related YANG models, service APIs and notification interfaces are defined in 

the MD-SAL. 

 Service APIs (RPCs) defined in YANG models are implemented by OpenFlow plugin. 
Notification interfaces are wired up by OpenFlow plugin to MD-SAL. 

 Statistics Manager Module: This module use service APIs implemented by OpenFlow 
plugin to send statistics requests to all the connected OpenFlow enabled nodes. Module 

also implements notification interfaces to receive statistics response from nodes. Once 
it receives statistics response, it augment all the statistics data to the relevant element 

of the node (like node-connector, flow, table, group, meter) and store it in MD-SAL 
operational data store. 

Statistics collection in more detail: 

 Current implementation collects above mentioned statistics at a periodic interval of 15 
seconds. 

 Whenever any new element is added to the node (like flow, group, meter, queue) it 
sends statistics request immediately to fetch the latest statistics and store it in the 

operational data store. 

 Whenever any element is deleted from the node, it immediately remove the relevant 

statistics from operational data store. 

 Statistics data are augmented to their respective element stored in the configuration 

data store.  
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 Statistics Manager stores flow statistics as unaccounted flow statistics in operational 
data store if there is no corresponding flow exist in configuration data store.  

 All the unaccounted flows will be cleaned up periodically after every two cycle of flow 
statistics collection, given that there is no update for these flows in the last two cycles. 

 Statistics Manager only entertains statistics response for the request sent by itself. 
Other new statistics collectors can be developed using the statistics service APIs and 

notification defined in YANG models, without effecting the functioning of Statistics 

Manager. 

 

Topology Manager [81] 

The OpenDaylight Controller provides a centralized logical view of their physical network 

topology and enables coordinating the forwarding rules changes with any of the network 
devices, on behalf of applications that directly manage network policies. 

OpenDaylight Controller uses the LLDP messages to discover the topology of the connected 
OpenFlow Devices. The Topology View tab provides a graphical view of the topology with 

switches and hosts. The OpenDaylight Controller's Topology Manager stores and manages 

information about the devices in the domain, including their capabilities and reachability. 
This information is stored and managed by the Topology Manager. Other components, 

including the ARP handler, Host Tracker, Device Manager, and Switch Manager help 
generate the topology database for the Topology Manager. 

 

Network Service Configuration [82] 

The goal of the OpenDaylight Network Configuration services is to provide complete 
management plane solutions needed to successfully install, configure, and deploy the 

various SDN based network services. These are generic services which can be implemented 

in part or full by any southbound protocol plugin. The southbound plugins can be either of 
the following: 

 The new network virtualization protocol plugins such as OVSDB JSON-RPC 

 The traditional management protocols such as SNMP or any others in the middle. 

 

Connection service [82] 

One of the primary services that most southbound plugins provide in OpenDaylight is a 
Connection Service. The service provides protocol specific connectivity to network elements 

and supports the connectivity management services as specified by the OpenDaylight 

Connection Manager. The connectivity services include: 

 Connection to a specified element given IP-address, L4-port, and other connectivity 

options (such as authentication). 

 Disconnection from an element. 

 Handling Cluster Mode change notifications to support the OpenDaylight Clustering/ 
High-Availability feature 

 

L2 Switch [83] 

This is MD-SAL based implementation of a learning switch with optimizations in how packet 

is forwarded. When a packet comes in, L2Switch learns about the source's MAC address.  

The L2 Switch project provides Layer2 switch functionality. 
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L2 Switch Architecture 

 Packet Handler 

 Decodes the packets coming to the controller and dispatches them appropriately 

 Loop Remover 

 Removes loops in the network 

 Arp Handler 

 Handles the decoded ARP packets 

 Address Tracker 

 Learns the Addresses (MAC and IP) of entities in the network 

 Host Tracker 

 Tracks the locations of hosts in the network 

 L2 Switch Main 

 Installs flows on each switch based on network traffic 

6.3.4.3 Network Services: 

VTN [84] 

OpenDaylight Virtual Tenant Network (VTN) is an application that provides multi-tenant 
virtual network on an SDN controller. 

Conventionally, huge investments in the network systems and operating expenses are 

needed because the network is configured as a silo for each department and system. So, 
various network appliances must be installed for each tenant and those boxes cannot be 

shared with others. It is a heavy work to design, implement and operate the entire complex 
network. The uniqueness of VTN is a logical abstraction plane. This enables the complete 

separation of logical plane from physical plane. Users can design and deploy any desired 
network without knowing the physical network topology or bandwidth restrictions. 

VTN allows the users to define the network with a look and feel of conventional L2/L3 
network. Once the network is designed on VTN, it will automatically be mapped into 

underlying physical network, and then configured on the individual switch leveraging SDN 

control protocol. The definition of logical plane makes it possible not only to hide the 
complexity of the underlying network but also to better manage network resources. It 

achieves reducing reconfiguration time of network services and minimizing network 
configuration errors. 

 

SNMP4SDN [85] 

OpenDaylight provides a southbound plugin that can control the off-the-shelf commodity 
Ethernet switches for the purpose of building SDN using Ethernet switches. For Ethernet 

switches, forwarding table, VLAN table, and ACL are where one can install flow 

configuration on, and this is done via SNMP and CLI in the proposed plugin. In addition, 
some settings required for Ethernet switches in SDN, e.g., disabling STP and flooding, are 

proposed. The modules in the plugin are: 

 AclService: add/remove ACL profile and rule on the switches. 

 FdbService: add/modify/remove FDB table entry on the switches. 

 VlanService: add/modify/remove VLAN table entry on the switches. 

 TopologyService: query and acquire the subnet topology. 



 Deliverable D6.1   

 

5G-PHOS – D6.1  54/68 

 InventoryService: acquire the switches and their ports. 

 DiscoveryService: probe and resolve the underlying switches as well as the port pairs 

connecting the switches. The probing is realized by SNMP queries. The updates from 
discovery will also be reflected to the TopologyService. 

 MiscConfigService: various settings on switches. Supported STP and ARP settings such 
as enable/disable STP, get port’s STP state, get ARP table, set ARP entry, and others. 

 VendorSpecificHandler: to assist the flow configuration services to call the switch-

talking modules with correct parameters value and order. With respect to the services 
above, when they need to read or configure the underlying switches via SNMP or CLI, 

these queries are dealt with the modules SNMPHandler and CLIHandler which directly 
talk with the switches. The SNMPListener is to listen to SNMP trap such as link up/down 

event or switch on/off event. 

6.3.4.4 Platform Services and Network Abstractions 

TSDR [77] 

The Time Series Data Repository (TSDR) project in OpenDaylight (ODL) creates a 

framework for collecting, storing, querying, and maintaining time series data. TSDR 
provides the framework for plugging in data collectors to collect various time series data 

and store the data into TSDR Data Stores. With a common data model and generic TSDR 

data persistence APIs, the user can choose various data stores to be plugged into the TSDR 
persistence framework. Currently, three types of data stores are supported: HSQLDB 

relational database (default installed), HBase NoSQL database and Cassandra NoSQL 
database. 

With the capabilities of data collection, storage, query, aggregation, and purging provided 
by TSDR, network administrators can leverage various data driven applications built on top 

of TSDR for security risk detection, performance analysis, operational configuration 
optimization, traffic engineering and network analytics with automated intelligence. 

TSDR has the following major components: 

 Data Collection Service 

 Data Storage Service 

 TSDR Persistence Layer with data stores as plugins 

 TSDR Data Stores 

 Data Query Service 

 Grafana integration for time series data visualization 

 Data Aggregation Service 

 Data Purging Service 

The Data Collection Service handles the collection of time series data into TSDR and hands 

it over to the Data Storage Service. The Data Storage Service stores the data into TSDR 
through the TSDR Persistence Layer. The TSDR Persistence Layer provides generic Service 

APIs allowing various data stores to be plugged in. The Data Aggregation Service 
aggregates time series fine-grained raw data into course-grained roll-up data to control 

the size of the data. The Data Purging Service periodically purges both fine-grained raw 
data and course-grained aggregated data according to user-defined schedules. 

TSDR provides component-based services on a common data model. These services 
include the data collection service, data storage service and data query service. Between 

these services and components, time series data is communicated using a common TSDR 

data model. This data model is designed around the abstraction of time series data 
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commonalities. With these services, TSDR is able to collect the data from the data sources 
and store them into one of the TSDR data stores; HSQLDB, HBase and Cassandra 

datastores. Data can be retrieved with the Data Query service using the default 
OpenDaylight RestConf interface or its ODL API interface. TSDR also has integrated support 

for ElasticSearch capabilities. TSDR data can also be viewed directly with Grafana for time 
series visualization or various chart formats. 

TSDR Data Collectors 

When the user uses HSQLDB data store and installed “odl-tsdr-hsqldb-all” feature from 
Karaf console, besides the HSQLDB data store, OpenFlow data collector is also installed 

with this command. However, if the user needs to use other collectors, such as NetFlow 
Collector, Syslog Collector, SNMP Collector, and Controller Metrics Collector, the user can 

install them with separate commands. 

The following is the list of supported TSDR data collectors with the associated feature install 

commands: 

 OpenFlow Data Collector 

 NetFlow Data Collector 

 sFlow Data Collector 

 SNMP Data Collector 

 Syslog Data Collector 

 Controller Metrics Collector 

 Web Activity Collector 

 

TSDR gets the data from a variety of sources, which can be secured in different ways. 

 OpenFlow Security. The OpenFlow data can be configured with Transport Layer Security 

(TLS) since the OpenFlow Plugin that TSDR depends on provides this security support. 

 SNMP Security. The SNMP version3 has security support. However, since ODL SNMP 
Plugin that TSDR depends on does not support version 3, we (TSDR) will not have 

security support at this moment. 

 NetFlow Security. NetFlow, which cannot be configured with security so we recommend 

making sure it flows only over a secured management network. 

 Syslog Security. Syslog, which cannot be configured with security so we recommend 

making sure it flows only over a secured management network. 

 

ALTO [86] 

Application-Layer-Traffic-Optimization protocol provides network information to 
applications. The ALTO project in OpenDayLight is an effort to implement ALTO in 

OpenDayLight. In addition to implementing the ALTO base protocol, the project leverages 
OpenDayLight to introduce a provisioning interface for ALTO. 

In particular, ALTO defines abstractions and services to provide simplified network views 
and network services to guide application usage of network resources. And it includes five 

services: 

 Network Map Service: The Map Service provides batch information to ALTO clients in 

the forms of ALTO network maps. 

 Cost Map Service: An ALTO cost map provides costs between defined groupings. 
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 Filtered Map Service: The Filtered Map Service allows ALTO clients to query an ALTO 
server on ALTO network maps and/or cost maps based on additional parameters. 

 Endpoint Property Service: This service allows ALTO clients to look up properties for 
individual endpoints. 

 Endpoint Cost Service: The Endpoint Cost Service allows an ALTO server to return costs 
directly amongst endpoints. 

 

Authentication, Authorization and Accounting (AAA) Services [87] 

Authentication, Authorization and Accounting (AAA) is a term for a framework controlling 

access to resources, enforcing policies to use those resources and auditing their usage. 
These processes are the fundamental building blocks for effective network management 

and security. 

Authentication provides a way of identifying a user, typically by having the user enter a 

valid user name and valid password before access is granted. The process of authentication 
is based on each user having a unique set of criteria for gaining access. The AAA framework 

compares a user’s authentication credentials with other user credentials stored in a 

database. If the credentials match, the user is granted access to the network. If the 
credentials don’t match, authentication fails and access is denied. 

Authorization is the process of finding out what an authenticated user is allowed to do 
within the system, which tasks can do, which API can call, etc. The authorization process 

determines whether the user has the authority to perform such actions. 

Accounting is the process of logging the activity of an authenticated user, for example, the 

amount of data a user has sent and/or received during a session, which APIs called, etc. 

6.3.4.5 5G-PHOS EXTENSIONS 

Apart from services and functions provided from the OpenDayLight distributions, there is 
a need for a number of 5G-PHOS related extensions, listed below: 

 

QoS Mapping 

In order to prioritize each network user's demands and control quality of service, using 

QoS classes, QoS mapping is a necessary extension. It is important for network managers 
to map business-critical applications to their own QoS priority levels and to develop QoS 

prioritization strategies based on the network needs and the vendors' abilities, making 
easier to add or swap network components and technologies. 

 

FiWi Topology Control 

FiWi networks typically combine an optical access network with a wireless access network 

so as to build on the respective strengths of the optical and wireless networking 
technologies. FiWi topology control handles issues related to the network nodes’ location 

and distribution, network activity distribution, node to node communication including 
network, physical or virtual, fiber and wireless components. 

 

Slicing Support Control 

Virtual network or network slicing can be customized to achieve service-oriented 
networking, taking into account the specific requirements of the services/use cases. Virtual 

network customization can be performed on virtual topology, functions of nodes, resource 
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capacities, protocols, etc. Optimal virtual network topology and resource requirements 
need to be determined to satisfy the end-to-end service requirements.  

The slicing support component will map the virtual nodes/links of the requested virtual 
network, to physical nodes/paths. Moreover, it will also determine the network-wide 

resource allocation for the requested virtual networks.  

 

Inventory Manager 

Inventory Manager stores complete information about physical, logical and virtual network 
resources. It is one common and central inventory to capture all details of a complex 

environment. Inventory Management in SDN control plane, needs to be considered at the 
service, virtual network application, and resource level. With a highly dynamic virtual 

environment, one click access to the most up to date inventory becomes a necessity. To 
support these requirements, the following leading practices need to be adopted:  

 Physical inventory data needs to be enhanced to include VNF and virtual network details 
in order to build an integrated view of utilization of logical and virtual resources across 

the infrastructure. 

 Auto discovery algorithms and version controlled archival systems need to be 
implemented which can help establish a real-time topology view and inventory 

reporting system. This reduces troubleshooting issues by providing the ability to 
identify the exact topology at the time of an event. 

 

System/Equipment Manager 

System and Equipment manager is an extension needed to get all the decisions applied 
from NPO and Analytics engines in the application layer regarding the management of 

infrastructure components, such as activating/deactivating RRHs, antennas, etc., in the 

infrastructure layer. 

 

Radio/Fronthaul resource abstraction 

Resources to be partitioned or shared, through slicing, include optical and wireless capacity 

in a network element (switch, processing capacity of network elements). For this reason, 
it is important to be able to create the right abstractions for the devices’ data model and 

expose their properties and status through the controller for use by network applications. 
Based on the resource abstraction information provided by the radio and the transport 

controllers, the SDN control plane will decide (in the application layer) how the 

fronthaul/backhaul traffic will be served. 

 

Analytics Support Service 

The Analytics Support Service component incorporates all the functionalities of the SDN 

controller relating to the Analytics that are performed at the application layer. More 
specifically, in order to perform analytics at the application layer and specifically for the 

NPO, several aspects can be made accessible : (a) an abstraction of the network below to 
be updated regularly or changed in case of element failure based on alarms, (b) a set of 

data -differing depending on the analysis- that need to be communicated from the 

controller layer to the application layer, in case of not supported from the distribution 
services or in the case these data needing some aggregation or grouping and preprocessing 

at the controller layer before there are communicated to the NPO. 
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Support for traffic and mobility manager 

Similarly to the above, the traffic and mobility component is responsible for the grouping/ 

aggregation of traffic & mobility data to be used by the Traffic & Mobility Analytics 
Application. 

 

6.3.5 Northbound interfaces 

The interfaces between the OpenDayLight controller and the application layer are listed 

below: 

Representational State Transfer (REST)- APIs 

REST is an architectural style that defines a set of constraints and properties based on 
HTTP. Web Services that conform to the REST architectural style, or RESTful web services, 

provide interoperability between computer systems on the Internet. REST-compliant web 
services allow the requesting systems to access and manipulate textual representations of 

web resources by using a uniform and predefined set of stateless operations. RESTful 

programming is about: 

 resources being identified by a persistent identifier like URIs. 

 resources being manipulated using a common set of verbs: HTTP methods are the 
commonly seen case - the venerable Create, Retrieve, Update, Delete becomes POST, 

GET, PUT, and DELETE.  

 the actual representation retrieved for a resource is dependent on the request and not 

the identifier: use Accept headers to control XML, HTTP, or even Java Objects 
representing the resource 

 maintaining the state in the object and representing the state in the representation 

 representing the relationships between resources in the representation of the resource: 
the links between objects are embedded directly in the representation 

 resource representations describe how the representation can be used and under what 
circumstances it should be discarded/refetched in a consistent manner: usage of HTTP 

Cache-Control headers 

The primary or most-commonly-used HTTP verbs (or methods, as they are properly called) 

are [88]:  

A. POST is most-often utilized to create new resources. In particular, it's used to 

create subordinate resources. When creating a new resource POST takes care 

of associating the new resource with the parent, assigning an ID (new resource 
URI), etc. 

B. GET is used to read (or retrieve) a representation of a resource. GET returns a 
representation in XML or JSON and an HTTP response code (and the 

corresponding code in an error case). According to the design of the HTTP 
specification, GET requests are used only to read data and not change it.  

C. PUT is most-often utilized for update capabilities, PUT-ing to a known resource 
URI with the request body containing the newly-updated representation of the 

original resource. PUT can also be used to create a resource in the case where 

the resource ID is chosen by the client instead of by the server (in other words, 
if the PUT is to a URI that contains the value of a non-existent resource ID).  

D. PATCH is used for modify capabilities. The PATCH request only needs to contain 
the changes to the resource, not the complete resource. This means that the 

PATCH body should not just be a modified part of the resource, but in some kind 
of patch language like JSON Patch or XML Patch. 

E. DELETE is used to delete a resource identified by a URI. 
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RESTCONF [89] 

HTTP-based protocol- Representational State Transfer Configuration Protocol (RESTCONF) 
provides a programmatic interface based on standard mechanisms for accessing 

configuration data, state data, data-model-specific RPC operations and event notifications 
defined in the YANG model. 

The https-based protocol-RESTCONF, which is a stateless protocol, uses secure HTTP 

methods to provide CREATE, READ, UPDATE and DELETE (CRUD) operations on a 
conceptual datastore containing YANG-defined data, which is compatible with a server that 

implements NETCONF datastores. 

RESTCONF allows access to datastores in the controller. There are two datastores: 

 Config: Contains data inserted via controller 

 Operational: Contains other data 

RESTCONF supports OPTIONS, GET, PUT, POST, and DELETE operations. Request and 
response data can either be in the XML or JSON format. XML structures according to yang 

are defined at: XML-YANG. JSON structures are defined at: JSON-YANG. Data in the 

request must have a correctly set Content-Type field in the http header with the allowed 
value of the media type. The media type of the requested data has to be set in the Accept 

field. Get the media types for each resource by calling the OPTIONS operation. Restconf 
endpoints use Instance Identifier. <identifier> in the explanation of the operations. 

 

NETCONF [90] 

OpenDaylight SDN controller provides two types of NETCONF servers. The reason for 
having two NETCONF servers is that config-subsystem and MD-SAL are two different 

components of OpenDaylight and require different approach for NETCONF message 

handling and data translation. 

A. NETCONF server for config-subsystem (listening by default on port 1830) 

Serves as a default interface for configsub-system and allows users to spawn/ reconfigure/ 
destroy modules (or applications) in OpenDaylight. 

This NETCONF server is the primary interface for config-subsystem. It allows the users to 
interact with config-subsystem in a standardized NETCONF manner. 

B. NETCONF server for MD-SAL (listening by default on port 2830) 

Serves as an alternative interface for MD-SAL (besides RESTCONF) and allows users to 

read/write data from MD-SAL’s datastore and to invoke its RPCs (NETCONF notifications 

are not available in the Boron release of OpenDaylight. 

This NETCONF server is just a generic interface to MD-SAL in OpenDaylight. It uses the 

stadard MD-SAL APIs and serves as an alternative to RESTCONF. It is fully model driven 
and supports any data and PRCs that are supported by MD-SAL. 

 

6.3.6 Management applications 

Network Planning & Operations Tool 

The NPO is responsible for the resource management actions that need to be taken in order 
to optimize the network performance and energy efficiency of the FiWi infrastructure. It 

overall governs the behavior of the network in response to changing traffic conditions or 
requirements. 
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The consolidated NPO functionalities involve: 

1. Management of access links/ points (activation, carrier assignments, traffic 

steering) 

2. Management of fronthaul links (activation, mmWave assignment) 

3. Management of optical links for establishing E2E paths. 

Furthermore, NPO will be fully compliant with the slicing needs, e.g. designation of specific 

resources per category/ class / QoS criterion.  

 

Traffic & Mobility Analytics App 

Supporting mobility and maintaining user’s quality of services is an important feature of 
wireless networks. If mobility prediction is accurate enough then it will be possible to e.g., 

identify future targeted base stations in advance, and improve network performance. In 
detail, this application is based on the following: 

Given the points of attraction in an area, the mobility behavior of the users (starting and 
destination points), the traffic behavior -as auxiliary input parameter (e.g., in order to get 

a better insight of the movements); we can derive mobility patterns and point of 

attractions, even potentially telecommunication traffic profiles. So by having the probability 
of being located in an area at a certain timeframe, by employing some of the 

aforementioned network management actions, network performance can be improved.  
 

Specifically, this Application will:  
1. Follow and understand the distribution of end-users through time and space. The 

position can refer to data form operator/ network owner, users per cellID or GPS 
data when available. 

2. Identify usage patterns through time and space. 

a. Statistical Data Usage Models per area/ type of users or any other available 

criterion. 

b. Behavior Models Traffic/ Application (i.e., daily/ monthly/ event-based traffic 

patterns) & modelling user movements through time and space using 

statistical and/or machine learning algorithms. Markov Chain modelling is 

one possible approach. 

3. Predict network demands based on users' location (position) and derive a traffic 
fingerprint throughout an area. 

4. Assist traffic engineering using the above mentioned results. 
 

The aforementioned functionalities may be used either in the decision process assisting the 
network manager to reach decisions, or may be automatically employed for the automated 

network configuration through the NPO. Additionally, results may be exploited by third-
party applications and verticals for customer profiling and user-targeted services (i.e., 

promotional offers, personalized retail recommendation services and so on). 

 

Other Apps & Custom GUI/ Visualizations 

The overall architecture presented previously, as well as the clear definition of the Control 
Plane functions and of the Northbound Interfaces, will allow for the deployment of various 

additional operator/ network owner applications and/or independent 3rd party Applications 
and custom User Interfaces for monitoring data visualizations.  
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This way, the SDN architecture proposed allows for extensibility and quick integration of 
new features or relevant new applications and vertical services to the ones already 

described. 
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7 Conclusions 

In this deliverable, we described the main requirements for the SDN architecture, as well 
as its proposed design. A detailed review of the state-of-the-art SDN approaches, related 

EU projects and standardization activities along with the commercial and open source tools 

available has also been performed. 

The proposed architecture allows for the intended decoupling of the control plane and the 

forwarding plane and the abstraction of the physical infrastructure. Furthermore, it is 
expected to allow the seamless extension of existing SDN functions and also the easy 

adaptability, flexibility and expandability of applications/ services provided by operators or 
network owners, as well as 3rd party service providers. 

Lastly, this design will be a guideline for all future controller and application 
implementations, as it can satisfy all the requirements of the SDN functionalities described 

in the 5G-PHOS project and in the planned lab-scale and field trials. 
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